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Chapter 1

Introduction to Lattices

Lattices are mathematical objects that have been studied since the time of Gauss, Lagrange, and Minkowski,
starting in the 18™ century. They found numerous applications in cryptanalysis, post-quantum cryptog-
raphy, integer programming, coding theory and computational number theory.

Definition 1.0.1 (Lattice). A lattice is a discrete ablelian sub-group of R, for some positive integer d. Equiva-
lently, given a set {by, ..., b,} C R of linearly independent vectors over R, the set of all integer linear combina-
tions of these vectors

L(b1, by, -+ by) = { > ab;:Vj € [n], a; € Z} (1.0.1)

J€[n]

is called a lattice.

The set {51, ce I;n} is called the basis of the lattice. We usually denote the matrix formed by stacking the
basis vectors as

—

dxn

and the lattice generated by B as £(B) := {BZ: Z € Z"}.

The dimension of the ambient space d is called the dimension of lattice and the integer n is called the
rank of the lattice. A lattice is called full-rank if its dimension is same as its rank (n = d). Clearly, a lattice
is a discrete structure.

Definition 1.0.2 (Span of a lattice). For a lattice L(B), its span is span of its basis vcetors, that is
span(L(B)) = {BZ: zZe R”}

It is easy to see that the set in eq. (1.0.1) is an abelian group under vector addition.
Lemma 1.0.3. The tuple (L(B),+) (eq. (1.0.1)) forms an abelian group. Here + is vector addition over R%,

Proof. We check each property of the group axioms, which follow trivially from the properties of addition
over R".

This chapter is based on lectures 1 and 2.



¢ Closed under addition: Given two elements, 4@ =}, yjl_;j and 7=}, zjgj in £(B), their addition
i+7 =73,y + z;)b; is also in L(B).

e Existence of additive unity: The zero vector (0 = (0,...,0)" € £(B).

* Existence of additive inverse: For any @ = }_; yjl;j, there is —u = Zj(—yj)l;j € L(B), and @ +
(—i) = 0.

* + commutes: Vi,V € L(B), U+ U = v+ .

1.1 Fundamental Parallelepiped

Definition 1.1.1 (Fundamental Prallelepiped). For a lattice L(B) of rank n, we define its fundamental paral-
lelepiped as
P(B):={Bz:Z€0,1)"} (1.1.1)

Lemma 1.1.2. Translates of P(B) by lattice vectors, i.e. the set S := {#' + P(B) : ¥ € L(B)} is a tiling of R%.
The proof is left as an exercise.

Lemma 1.1.3. Let £ be a lattice of rank n, and B = {by,...,b,} C L be a linearly independent set of n lattice
vectors. Then B forms a basis of L if and only if

P(bi,....by) N L= {0}

Proof. (= ) We prove this by contradiction. Assume B form a basis of £. Let @ # 0 € P(by, ..., by) N L.
Since B is a basis, we know that there exists some non-zero ¥ € Z™ and ¥ € [0, 1)" such that

ﬁ::c151+...+$n5n:yll;l—i—...—i—y

nbn

— (21— y)b 4. + (Tn — Yn)bp # 0.
But B is linearly independent, so this is a contradiction. Thus P(by, ... ,b,) N £ = {0}.
( <= ) We prove this by contradiction. Assume P(bi,...,by) N L ={0}. Let @ # 0 € £ but @ is not gen-
erated by integer combinations of I;l, e by,. Since £ has rank n, and 51, e b,, are linearly independent,
A7 € R"\ Z" : i = x1b) + . .. + 2nby. Consider the vector @' = Yo (mi — | ;] )b;. We know that @ € L,
and Vi € [n] : (—|2;])bi € L. Since L is closed under addition, 4’ € L. Also, Vi € [n] : z; — ;] € [0,1).
Thus v’ € P(by,...,b,) N L. By our assumption @ = 0. So, z; — |z;| = 0 for all 7, which implies ¥ € Z".
This contradicts our assumption. O

1.2 Equality of Lattices

How do we decide if the lattices generated by two basis B; and B are the same (i.e., £(B;) = £L(B2))?
Observe that for a basis B, the following operations leave the lattice generated by B unchanged:

¢ Adding of an integer multiple of basis vector to another: bi < b; + kgj for some k € Z.

¢ Swapping two basis vectors: b; < 5]-.



e Negating a basis vector: b; < —b;.

This is true because the new set of basis generated after each of these operations can generate the original
set of basis vectors by integer linear combinations. We can formalize this notion using linear algebraic
properties of the basis matrix.

Definition 1.2.1 (Unimodular Matrix). A matrix U € Z™*" is called unimodular if det(U) = +1.
Lemma 1.2.2. U € Z™" = U~! € Z™" and U~ is unimodular.

Proof. Note that, by generalized Cramer’s rule,

(U_l)ij — (ad]t(U))U

det(U)

Since the entries of adj(U) are integers ((—1)**7 times the (j, i)-minor of U), and det(U) = +1, U~ ! €
7", Moreover, det(I) = 1 = det(UU ') = det(U) det(U~!) = U~!is unimodular. O

Now we are ready to decide if two basis are equivalent.

Lemma 1.2.3. Two basis By, By € R4*™ gre equivalent (i.e. £L(B1) = L(Bzy)) if and only if By = B1U, for some
unimodular matrix U.

Proof. (=) Let L(B1) = L(Bz>). Then, each column of B isin £(B>), thatis, Vj € [n] 3T € Z" : (B1); =
By#. So, By = ByU forsome U € Z™*™ (whose columns are the corresponding 7). By a similar argument,
thereisa V € Z™*" so that By = B1V = ByUV. Note that B2T By € R™™ is a square matrix, and hence
det (B, Bz) is well defined.

det(By Bs) = det((BoUV) T BoUV)
=det(VU" By BoUV)
= det(V ") det(U ") det(By Bs)det(U)det(V) determinant of product is product of determinants.
(det(U) det(V))? =1
= (det(U)det(V)) = £1.

—

Since U, V are integer matrices, the above implies that det(U ), det(V') € {1}, and thus they are unimod-
ular.

( <= ) Suppose By = B,U for some unimodular matrix U. Then, BoU ! = By, and U ! is unimodular
by lemma 1.2.2. By definition of matrix multiplication, each column of B3 is integer combination of
columns of B;. So, £L(Bz) C L(By). Similarly, £(Bs) C £(B;). Hence, L(B1) = L(Bs). O

1.3 Determinant of a Lattice

Definition 1.3.1 (Determinant of a Lattice). Let £ = L(B) be a lattice of rank n. We define its determinant
det (L) as the n-dimensional volume of P(B). Equivalently’,

det(L) = y/det(BTB)

!This is proved in section 1.6



Note that if the lattice is full-rank, then B is a square matrix and det(£) = | det(B)|. Determinant of a
lattice is well-defined. Say, we have another basis B’ for £. By lemma 1.2.3, there exists a unimodular
matrix U such that B’ = BU. Then,

det(B'" B') = det(UT BT BU) = det(U ") det(U) det (BT B) = det(B' B) since, det(U) = +1.

The determinant of a lattice is a measure of how dense a lattice is. The lesser the determinant, the denser
the lattice is. To see why, observe that the density of £ would be inversely proportional to the volume of
the fundamental parallelepiped.

1 1
> Vol (P(B)) ~ det(L)’

density(L(B))

Consider an n-dimensional ball of radius R > 0 (in the /3 norm) centered at the origin, denoted B3 (R).
As R — oo, the number of lattice points inside the ball,

n Vol,,(Bj (R))
|L(B) N By (R)| — WPQ(B))'

In fact, we can prove the following.

Theorem 1.3.2. Let L(B) : B € R™" be a lattice of rank n. Then for any ¢ > 0, there is an R := R(e,n, B)
such that
Vol,, (B3 (R))

Vol (B3 (R))
Vol,,(P(B))

(1-¢) Vol,,(P(B))

< |L(B)NBIR)| < (1+¢) (1.3.1)

1.4 Shortest Non-Zero Vector and Towards Minkowski’s First Theorem

Given a set of lattice vectors, we would like to define a notion of length and distance. We define the

length of a lattice vector to be the Euclidean norm of the vector. For # € R¢, we denote its length by
|Z]| :== />, 2. Given two vectors 7,7 € R? define the Euclidean distance between them to be

Definition 1.4.1 (Successive minima). Let £ be a lattice of rank n. For i € [n], define the i-th successive
minima as
Ai := inf{R|dim (span (L N B,(R))) > i} (1.4.1)

Note that \;(£) is the length of the shortest non-zero vector of the lattice. Observe that equivalently,
M (L) = min{||Z — 7| : ¥, € Land & # y}. The most important computational lattice problem is the
problem of finding the shortest non-zero lattice vector.

Theorem 1.4.2 (Blichfeldt’s Theorem). For any full rank lattice £ C R™ and any measurable set S C R" such
that Vol,,(S) > det(L), there exist distinct points z1 # Z € S such that 2, — %, € L.

Proof. Let B be a basis of £. Note that {Z + P(B) : £ € L} is a partition of R” (lemma 1.1.2). For z € L,
define Sz = SN (¥ + P(B)). So we have that
Vol (8) =)~ Vol (Sg).
el
Also define Sz := Sz — . Clearly, S, € P(B), and Vol,,(Sz) = Vol,,(Sz). So,
> Vol (Sz) = ) Vol (Sz) = Vol (S) > Vol,(P(B)).

el el



So, there must be ¥ # ¢ € L for which Sz N Sg #+ ¢. LetZ € Sz N S”g Then, by definition we have that
7+ & € Syand Z+ § € Sy, and for these points (7 + %) — (Z+¢) =Z—y € L.
L]

Notice that the bound in theorem 1.4.2 is tight.

We call a set S C R” centrally symmetricif ¥ € S = —& € S. We call a set S C R" convex if for any
Z,ye S, M+ (1— Ny e Sforall A € [0,1]. Using these notions, we can state Minkowski’s convex body
theorem, from which Minkowski’s first theorem follows.

Theorem 1.4.3 (Minkowski’s Convex Body Thorem). Let L be a full rank lattice of rank n. For any centrally
symmetric convex set S C R", if Vol(S) > 2™ det(L), then S contains a non-zero lattice point.

.1 A 1
Proof. Define S = 55 :={&: 2% € S}. Then, Vol(5) = 2—nVoln(S) > det(L).
By theorem 1.4.2, there is 21 # # € S sothat 7, — 2, € L. Also, 271,27 € S. Because S is centrally

27 — 27
symmetric, —27Z> € S. Because it is convex, % =Z1—Z€8. O
We would also need the following bound.
- 2r \"
Lemma 1.4.4. The volume of an n-dimensional ball of radius r, Vol,,(B(0,7)) > (\/%>
Proof. Clearly, B(0,r) contains the cube {f e R™: |z;] < \TF} Therefore, the volume of the ball is at
n
least the volume of this cube. O

Theorem 1.4.5 (Minkowski’s First Theorem). For any full rank lattice £ of rank n, A\ (L) < v/n(det(L))/™.

Proof. By definition, B(0, \;(£)) does not contain any non-zero lattice point. From (the converse of)
theorem 1.4.3 and lemma 1.4.4

(Z2E)" < Vo, (83 (£)) < 2 det(£)

Theorem follows from this. O

1.5 Gram-Schmidt orthogonalization

The Gram-Schmidt orthogonalization (GSO) takes linearly independent vectors bi,.... b, € R? as input
and computes an orthogonal basis 5{, ceey l;j; such that span(gl, cey l;]) = span(g*{..., 5;‘) forall j = 1,...,n.
The idea of GSO is that we compute the vectors b%, ..., b%, in order such that b is the component of b; that
is orthogonal to span(bi, ..., b;_1) = span(b*..., 5;-“_1). This can be obtained by subtracting all components
of 51, . Z;Z-_l from I;Z and call the remainder gj Formally the method is as follows:

Remark 1.5.1. Note that in general L(B) # L(B*), i.e., B* may not be a basis for the lattice L(B). This is because
the coefficient y1; ; on Line 3 may not be an integer in general. For example, for basis B = [(2,0)7, (1,2)7]], the
orthogonal basis B* = GSO(B) = [(2,0)T,(0,2)"]], is not a lattice basis because the vector (0,2)T does not
belong to the lattice L(B).



Algorithm 1 Gram-Schmidt orthogonalization (GSO)
Input: Basis B = [by, ..., by] € Rdxff .
Output: Orthogonal basis B* = [b}, ..., b%] € R¥*"
1: Set l;{ = 61
2: fori = 2tond(1)
_ \ GB B
% by =bi- ;/‘w bj where i ; = IR

4. end for

Remark 1.5.2. Recall that the fundamental parallelepiped associated to a lattice basis B € R*¥*™ is the set of points
P(B) = {B:E .7 e o, 1)“}, (15.1)

and the determinant of lattice L(B), denoted by det(L), is given by the n-dimensional volume Vol(P(B)). By
some linear algebraic properties, Vol(P(B)) is given by

Vol(P H 16511, (1.5.2)

and so we have .
det(L) = Vol(P(B)) = [ I15; 1. (15.3)

1.6 A proof of the formula of determinant of a lattice.

It is stated earlier without proof that det(£) = /det(BTB). We now provide a proof.

Theorem 1.6.1. For any lattice basis B = [51, - En] € R¥*" e have

det(L) = \/det(BTB) (1.6.1)
i—1

Proof. Let B* = [b%,...,b%] = GSO(B). By Line 3 of Algorithm 1, we have b; = b* + Z,u” b: for each
7j=1

i = 1,...,n. In matrix notation, we can write this as B = B*U for some upper triangular matrix U with
1’s on the diagonal and Uj; = p; ; for all j < i. Note that det(U) = 1 = det (U T) since the determinant of
a triangular matrix is the product of its diagonal elements, which is 1 for U.

It follows that

\/det(BTB) = \/det(UT(B*)TB*U) - \/det(UT)det((B*)TB*)det(U) - \/det((B*)TB*). (1.6.2)

Since the columns of B* are orthogonal, we have

(B*)TB* = diag(|[b}[|% ... 165112, (1.6.3)
and so

det( BT B* ) H 15712, (1.6.4)



Combining (1.6.2), (1.6.4), and (1.5.3) gives

det(BTB) = | T]16:112 = [ ] 167 ]| = det(£)
=1 =1

as desired.

1.7 Lower bound on the shortest vector

(1.6.5)

Theorem 1.7.1. Let £ be a lattice with basis B = [by, ..., by], and let B* = GSO(B) = [5’{, ..., b%]. Then the

length \1(L) of the shortest vector satisfies \1 (L) > 12112 ng IB

Proof. It sufficies to show that ||7/]| > gun Hb*|| for each non-zero lattice vector v € L. Let 7 = Z zibi € L

=1

be a non-zero lattice vector, where z; € Z. Since ¥ is non-zero, it has a non-zero coefficient z;. Let k be

the largest index such that z, # 0, then

k . k i—1 . k—1 k i—1
2= ) i Bk D paly | =i+ D wbi+ ) ) il
- i=1 j=1 =1 =1 j=1

It follows that

() ==

» L I,
)= (i) () = Popan(iby_y* (9 = 75 (9) = @bl

where 7 (7) is the component of ¢/ in the direction of b* Therefore, we have

> |lm(@)]| = llawbill = lzellBll > 15l > min [157]],

Hﬁ” = Hﬂk(ﬁ) +m span(bp ’Bk—l)( ) 1<i<n

where the second last inequality follows from the fact that zj, is a nonzero integer, i.e. |x;| > 1.

10

(1.7.1)

(1.7.2)

(1.7.3)

O]



Chapter 2

Lenstra Lenstra Lovasz Algorithm

The LLL algorithm [LLL82] is the most important lattice algorithm known. It can be used to find the basis
of a lattice, given some generating set, as a basis reduction algorithm, and to approximate the shortest
non-zero lattice vector in polynomial time. In this chapter, we will see all of these applications.

Similar to vector space, we can define a lattice via a generating set of vectors. Given dy, ...,dn € 74, we
define

N
ﬁ(c_il, ...,Zw) = {Z .%'162 X € Z} . (2.0.1)
=1

Remark 2.0.1. Note that unlike basis, the vectors d., ..., dn are not necessarily independent. Specifically, N may
be larger than d.

Remark 2.0.2. Without loss of generality, we can take vectors to be arbitrary rational vectors since we can scale the
lattice by the lowest common multiple of all the denominators involved and obtain an isomorphic lattice. However,
we cannot allow vectors to be arbitrarily real vectors.

—

Goal: Given a set of vectors @, ...,dy € Z° generating £, we would like to find a basis of £(dy, ..., dy).

2.1 LLL as a basis finding algorithm

Note that for d = 1, wehave L(a1, ...,an) = ged(a, . . ., an)-Z, and so the basis is simply ged (a1, . . ., an).

Example 2.1.1. When d = 1 with N = 2, this can be found using the Euclidean algorithm. We use the following
example to illustrate this

gcd (264, 936) = ged(144,264) = ged (120, 144) = ged (24, 120) = ged(0, 24) = 24. 2.1.1)

For d = 1 with general N > 3, we progressively find pairs of numbers (z;,y;) and replace them with
(341, Yi+1) such that

o ged(wit1, Yir1) = ged(xi, vi)

* (xit1,Yit+1) is “sufficiently” less than (z;, y;)

This chapter is based on lectures 2, 3 and 4.
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This can be done by picking an z; and updating each (z;, y;) to (x;, ;) where

me{— V;lJmBJ} 2.1.2)

Example 2.1.2. Consider computing g = ged (468, 366,552, 738, 822, 966, 264). Using 468 as the divisor, we
update the pairs (468, 366) — (468, —102), (468,552) — (468, 84), ..., (468,264) — (468, —204) and obtain

g = ged (468, —102,84, —198, —114, 30, —204). (2.1.3)

Using -102 as the divisor and performing similar updates, we get
g = ged(—102, 468, 84, —198, —114, 30, —204) = ged(—102, —42, —18,6,—12,30,0). (2.1.4)
Removing 0 from the list and using 6 as the divisor yields
g = ged (6, —102, —42, —18,6, —12, 30) = ged(6,0,0,0,0,0,0) = 6, (2.1.5)
and we conclude that ged (468, 366, 552, 738, 822, 966, 264) = 6.
Formally Euclid’s GCD algorithm is as follows.

Algorithm 2 Euclid’s GCD Algorithm

INPUT: Given n integers aq, . . ., ay.
OUTPUT: ged(ay, . . ., ay)
1: Ensure a; # 0 by swapping.

Reduction Step:
2: fori=2...,ndo
r; < a; mod |a|
|ai|

4: if r; > o then
5: T < T — ]a1|
6: end if

7: a; < T

8: end for

9:

Drop all the zero elements.

10: if a; is the only non-zero element then
11: return a;

12: end if

Swap Step:
13: if There is some a; # 0 left other than a; then
14: Swap a1 « a;
15: Go to Reduction Step
16: end if

In the above algorithm, initially at Oth iteration the numbers were (ay,...,a,). After one iteration of

the reduction step the numbers will be replaced by (a1, a5, ..., a;,) where |a;| < @ for all 7 > 2 and

ged(ay, db, ..., al) = ged(a, . .., apn). In the swap step a; is replaced by some a; whose absolute value
is at most half of the absolute value of a; and perform reduction step with respect to that a in next
iteration. In general we maintain two conditions in the algorithm:

12



1. If after ith iteraion we have numbers (agi), e ag,i)) and after (i + 1)th iteraion we have numbers

(agiﬂ)? e ag&l)) fors < m, then, ‘
gcd(agz), e a%)) = gcd(a(lzﬂ), e ,agH))

jal”|
o,

So, the algorithm correctly answers the ged in O(poly(max; log |a;|), n)) time.

2. And, \a§i+1)] <

Now we shall describe the algorithm of finding basis of a lattice from a given generating set, as a gen-
eralization of Euclid’s GCD algorithm. The current presentation is taken from [BGPS23]. The same
principle applies, where we keep updating each a; by adding some integer multiplies of @; where j # i,

ie., d; — d; + Z x; ;a; to make the length of d;
JF#i

shorter”.

Example 2.1.3. Consider finding a basis for the lattice generated by

28 34 —50 24 —92
H H M M [ ; ] 016
0 0 0 12 0
62 —4 81 ~13
G5 = {2] L7 = [48} Gy = {25] Gy = {87] : 2.1.7)
8 0 1 —3

Using the update rule
oy — G — a1 (2.1.8)
as — ds + 24 + d (2.1.9)
a4 — Gy + 3dz — a1 (2.1.10)
s — ds + 3d1 (2.1.11)
s — G — 8ag — 33d3 — 3205 (2.1.12)
ay — a7 — 8az — a1 + 6ds (2.1.13)
dg — dg + 4dg + 5ds (2.1.14)
dg — dg + 2da, (2.1.15)

we now only have to find a basis for the lattice generated by

B e EV R R A A A

In the example above, the coefficients x; ; of @; are determined by “trial and error” during the lecture.
We now provide a more systematic way to do this, which is similar to how the coefficient 1; ; is obtained
in Line 3 of GSO. The main difference being that we pick the coefficient to be the nearest integer to 1 ;,
since 1; ; may not be an integer in general. This gives us the LLL algorithm:

13



Algorithm 3 LLL algorithm [LLL82]

Input: d@y,...,dn € Z¢ (Generating set of a lattice.)
Output: Basis of £(d1, ...,dn)

Reduction Step:

1: Compute aj, ..., ay = GSO(dy, ..., dn)
2: fori =2to N do
3: forj=i—1to1ldo
. 1 Pl
4: ifa; #0 thein )
) @)
| M = T
6: m < nearest integer to y; ;
7: a; <~ a; — mc_ij
8: end if
9: end for
10: end for

11: Remove all zero vectors and update N

Swap Step:
12: if there exists ¢ such that @] = 0 then
13: Swap the order of d@; and dj, where k < i is the smallest index satisfying d; € span(dy, ..., dy).
14: Go to Reduction Step
15: end if

16: Return dy,...,an

Remark 2.1.4. Note that L(dy, ..., dn) remains unchanged throughout the algorithm since the operations on the
vectors involved only swapping, adding an integer multiple of another basis vector d; < da; — md;, and removal
of zero vectors.

Remark 2.1.5. We expect the length of each d; to go down after each reduction step since we are subtracting from
a; the components that are “orthogonal”.

Remark 2.1.6. The algorithm terminates when there is no i so that @} = 0. @; = 0 if and only if @; is in span of
ai,...,a;—1. So, we stop when we get a linearly independent set of vectors for the lattice.

We now show that the LLL algorithm terminates in time poly(n), where n is the rank of L(d, ..., dn).
Note that for each iteration of LLL, the reduction step takes polynomial time and the swap step takes
O(1) times, and so it is sufficient to show that we have to repeat the two steps only a polynomial number
of times.

Theorem 2.1.7. Let a1, ..., dn be an input of Algorithm 3, and let L(dy, ..., dn) be the lattice generated as defined
in (2.0.1) with n = rank(L). Then the reduction step and swap step are run only poly(n) times.

Proof. We first define a potential function at iteration ¢t > 1 as follows:

Py = Pyay,...an) = [ llal, (2.1.17)

where dy, ..., @y are the vectors at the start of iteration ¢ and a7, ..., @y, = GSO(dy, ..., dn).
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Note that the initial value of P is upper bounded by

Py(ay,..ay) = ] @l < [T @l < (maxja)", (2.1.18)
i:a@; #0 i:a@; #0

where the inequalities follow from ||@}|| < ||@;|| and n = rank(L). Note that the vectors dj, ..., dy here are
the input of Algorithm 3, i.e., the vectors at the start of the first iteration. We also have

Prinal (@1, ..., dn) = Ppnal(basis of £) = det(L£) > 1, (2.1.19)

where the equality follows from (1.5.3) and the inequality follows from the assumption that the lattice
vectors are integer-valued.

We now show that the value of P goes down by at least a factor of 2 every time swap step is run,
which implies that the algorithm will terminate after at most nlog(max; ||@;||) iterations. Suppose we
swap the order of @; and aj, for some £ < i. By Lines 11-13, we have a@; # 0, @ = 0, @; # 0 and
a; € span(dy, ..., dy) = span(aj, ..., a; ). Furthermore, we can write

k
i =Y ;i (2.1.20)
Jj=1

for some z;, # 0 since k is the smallest such index. By argument similar to (1.7.2), we have

—

<ai7 6}2) o

7)) = e (s = = x1d}, 2.1.21
Wk(az) Ty Qg <C_L7;, C—L»;Z> A = Tgay, ( )
where d d
Tp = <2i7€}£> _ <C_LZ< a_ilt) . <(—Z»]:7C:LE> _ <&Z< 7_iz> —me {_171} ) (2.1.22)
(ak>ak> <ak,ak> < kaak> <ak, k> 2°2

—old %
Here, @?'¢ is the @, before the update on Line 7 with respect to @, and m is the nearest integer to <<aé* ’;,Z*’; .
k7K

It follows that

- 1, .
I (@)l < Sllakll- (2.1.23)
After the swap of a@; and dy, in the next iteration, we have c?j- remains the same for j # k and ||a;| <
%H&Zld’* ||, and so P goes down by at least a factor of 2 as claimed. O

2.2 LLL as Basis Reduction

Often, we would have a set of vectors, and we would be interested in understanding the lattice generated
by that set. In the last lecture we saw the LLL algorithm, which can be used to find a basis for the lattice
generated by an arbitrary set of vectors over rationals. An important problem in the field of lattices is the
shortest vector problem (SVP). Given a lattice, it asks to find the shortest non-zero vector in that lattice. We
have already seen some nice properties of such vectors in the second lecture (Minkowski’s theorems.)
Today we will see that the LLL algorithm can in fact be used to solve an approximate version of this
problem. In fact, the LLL algorithm can be seen as an example of basis reduction, where we are given a
lattice basis, and the goal is to find better basis vectors for that lattice. Qualitativey, a basis is better if its
vectors are short and orthogonal. We begin by looking at the SVP in just two dimensions.
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2.21 SVPin 2 Dimensions

Suppose we are given two vectors 51, 52, such that Hl_)é H > Hl;l , as in the figure below. What operations

can we perform on them to make them as orthogonal as possible, while preserving the lattice generated?

b_g = (174) Sb_i

—

by = (10> 4)

by = (3,0)

We can subtract | 1] 51 from 52 to obtain 5’2 Clearly, this does not change the lattice generated by the
two vectors. What this achieves is that the coefficients of a particular basis vector, written in the GSO
basis, become shorter. Thus, the inner products reduce, and vectors become more orthogonal.

We can now swap our vectors (if 5’2 is now shorter than b; ), and continue doing this. This idea can clearly
be used to construct an algorithm for SVP in 2 dimensions. For simplicity, we present this for vectors

over the integer field. Without loss of generality, we assume that Hgg H > Hgl H

Algorithm 4 SVP in 2D
Input: {51, 52} C 72
Output: Shortest non-zero vector in £(by by)

. . - ba, b1)

1: by < by — b > ===
2 2 Uw,ﬂ 1 w21 (5. B0)

2: if 0.9 - ||b1|| > [|b2|| then

3: Swap(gl, 52)

4: Go To Step 1

5: end if

6: Return the shorter of 51, by

Lemma 2.2.1. Algorithm 4 terminates after O(log HBQ H) steps.

Proof. Each Swap step will decrease the length of one of the vectors by at least a factor of 0.9. Therefore,
the total number of Swap steps will be at most 2 - logl/ohg(maX(Hl;l N O

Lemma 2.2.2. Algorithm 4 outputs the shortest vector.

Proof. Let U be a shortest non-zero vector in £, and 51, 52 be the final basis vectors returned by the al-
gorithm. Suppose ||7]| < min(||by ||, |b2]]). Since by, by form a basis, we can write 7 = ab; + 8by where
a, € Z. Itis easy to see that «, 3 # 0, because if any of the coefficients is zero, ¥'is an integer multiple
of a basis vector which contradicts the assumption that ¢’ is the shortest vector.
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We claim that |5| = 1. To prove the claim, suppose that |3| > 2. Observe that the basis returned from the
algorithm has the property

[b2]] = 0.9 - [|ba |
Squaring on both sides,
1Ba][* = 1|55 + p2,1b1]|* = 1[B3]1% + 413 1 b1 ]|* > 0.81 - [|by |2
Due to rounding in line 1 of algorithm 4 and a similar analysis like (2.1.22), |u21] < 0.5, therefore
15511 > (0.81 — 0.25) - ||y >

= 0.56/|b1]|?
> 0.56||7]|?

The last inequality follows from our assumption that ¥/ is shorter than the returned vector. Since |3| > 2
and 5*, 51 are orthogonal,
U= 0451 + ﬂgg = 0451 + ,8(53 + M27151)
= vl = Bllbzl = 2][b2]| > 2v0.56(|7] = |7,

which is a contradiction. Therefore |3| = 1. Without loss of generality, we assume /3 = 1. Therefore,
U= (a+ M2,1)51 + b3
Since @ # 0, so || > 1. WLOG we assume « > 1. Let 4 = 7 — by. Clearly @ € E(I;l, 52) Then,
lull* = (a0 + pz, = D101 + 1511 < (@ + p2,0)?[ Bl + (18511 = (157

Therefore # is a shorter vector than ¢, which contradicts the assumption that ' is the shortest vector. So

17| > min(||b1], ||b2]|) and one of the returned basis must be the shortest vector in lattice.
O

2.2.2 LLL Reduced Basis

LLL (Lenstra-Lenstra-Lovasz) is one of the most important algorithms for basis reduction. It aims to
reduce the size of the basis and can be used to find decently short vectors in the lattice in polynomial
time.

Definition 2.2.3 (§-LLL Reduced Basis). A basis B = (51, ... ,gn) where b; € 7% is a 6-LLL reduced basis if
the following holds

1
1. Coefficient reduced. Vi € [n],Vj : 1 < j <, |pi | < 5

2. Loviész condition. Vi € [n], 8 ||b¥|| < ||piy1.ib" + 5j+1]]
l_;i) l_;*
where p1; j = g and 0.25 < 6% < 1
(b, 07)
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Remark 2.2.4. The Lovdisz condition is equivalently stated as
1

-7
(-3

5| )1* < M?—H,i

2
<

T
bi

b H
i+1
Proof. Condition 2 is equivalent to

b7 117 + 11674111

Since [pit1,| < 3, we get 1
511> < szfHQ + 11671 17

~ ()

e
b’i

2
<

= = 2
bz’ = [|Yi+1 H

2 o 2
<2

Lemma 2.2.6. For a 6-LLL reduced basis B = (b, . . ., I;n)for lattice L,

n—1
- 1
o] < (\/ 52_025) (L)

(6% = 0.25)[1B; 1> < 17141

7% 1 Tk
1671 < (\/ 52_025) 16714 |

Chaining these inequalities over i € [n] we get that

- - 1 -
— * < - *
1621l = 10 < (\/ — 0.25) 1551
2
1 .
< . *k
< (\/52_0.25) 1551

n—1
1 -
< _— br
= (V 52—0.25) 1ol

We know that A1 (£) > min; ng ||. Minimizing over all ¢, we achieve the desired result.

Remark 2.2.5. Suppose 62 = 3. Then,

Proof. From eq. (2.2.1), we get that

(2.2.1)

(2.2.2)

O

Remark 2.2.7. Fora \/%—reduced LLL basis, ||by|| < (v2)" " AL(L). That is, by is a (v/2)" ! approximation to

the shortest non-zero vector.

Remark 2.2.8. The condition that 0.25 < &% ensures that the approximation factor is always well-defined. A
higher factor will lead to a better approximation, however, polynomial runtime is only quaranteed when §* < 1.

2.2.3 Algorithm
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Algorithm 5 LLL

10:
11:

Input: Lattice basis B = (by, ..., by)
Output: 0—LLL reduced basis for £(B)

. Perform Gram-Schmidt orthogonalization on B to get (b, ...

/* Reduction Step =*/

,b%)

fori=1tondo
forj=i—1toldo
= N - <blvb;k>
bi — bi — L[Li7j—|bj > Wij = 7[_),* [_),*
<j7 j>
end for
end for

/* Swap Step */

if 3 such that §|[b%]| > [|pis1,:0f + b5y, then
Swap(l;i, gi-i—l)
Go To Step 1

end if

Return B

2.2.4 Correctness

Lemma 2.2.9. If the algorithm terminates, LLL produce a §-LLL reduced basis for L(B)

Proof. To obtain a 0-LLL reduced basis, check if the returned basis satisfy the conditions in defini-
tion 2.2.3.

¢ Condition 1 is satisfied because of the reduction step.

First notice that reducing bi + b — Luz ﬂb for j < i does not change b* This is because b* =
b; — dj<i uwbj and we can represent b as b =D k< ckb for some c;. The change to b; will be

reflected in p; ;. More precisely, (i; ; W111 decrease by |pi;lcj. Therefore, summing them up will
nullify the changes and give back the original b*. Note that the condition that j < i is important to
have this property

Next, since 5]- = g;‘ + D ke j ,ujJJ;Z, after the reduction the coefficient of l;;‘ in b; will be less than %
due to rounding, and doing the reduction from j = n — 1 to 1 ensures that further reduction will
not affect the property achieved by previous reduction. Therefore condition 1 is satisfied

* Condition 2 is satisfied due to the swap steps. If the algorithm terminates, for all 7, we will have

OIIB; | < Nptirr,iby + Bl

O
Now we will show that the LLL algorithm runs in polynomial time if 0.25 < 6% < 1.
Definition 2.2.10. For a basis B := {51, . En}, define a potential A as,
ol 101 Koy I | 1 K (2.2.3)

i<n
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—

Since (5’{, ..., b}) is orthogonal basis and Gram-Schmidt orthogonalization does not change the determi-
nant, |[b3]| - |65 - ... - 6% = det(L(b%,...,b%)) = det(L(by, ..., by)).Thus A can be rewriten as

A =det(L(by, ... by)) - det(L(by, ... by1)) ... det(L(b1)) (2.2.4)
Lemma 2.2.11. LLL can have at most O(n? log(max ||b;]))) swap steps

Proof. Notice that for every swap step on ¢, all factors of A in eq. (2.2.4) stay the same except for one,
which changes as:

- —

det(ﬁ(gl, e l_);‘_l, l_);)) — det(ﬁ(gl, - 7bi—17 bi—i—l))
Also a swap occurs when ¢ ||l7;“ | > ||,ui+1,il;;‘ + 5:‘ 1 || which implies that
SIbFI1P > gy 10717 + B3 17 = 116F 4 1P
= O[lb7[| > (1},

So b 1 is a factor ¢ smaller than b*, which means

—

det(L (b1, ... bi—1,bis1)) < 6 det(L(b1, ..., bi_1,b;))

Hence after a swap step, the potential A will decrease at least by a factor of 6. This implies there will
only be O(log; /5 A) number of swaps. Since I1bs]| > ng ||, we can write the expression to,

O(logy 5 &) = O(logy s (max [bi]| ")) = O(n* log(max 5] ))
O

We still have one more thing to take care of. To prove that LLL runs in polynomial time, we must also
make sure that the bit representation of vectors b7 and b; at any stage do not grow exponentially during
the reduction process. We first analyse gz‘ :

1
A?
Remark 2.2.13. If this lemma is true, then 5;‘ can be represented with O(log A) bits

Lemma 2.2.12. Vi € [n], we have A? - bF € Z% and — < ||b*]| < A2

Proof. First, let’s prove A? - 5;‘ € 7Z4. We start by writing each basis vector in the GSO basis:

bi=b; + ) pigb;

j<i

Let’s say that
b;k =b;+a1by+---+a;_1b;_1 (2.2.5)
where ay, ..., a;—1 € R. Since b} is orthogonal to b; for all j < i, taking inner products of b with b; gives

i — 1 linear equations where the unknowns are a;:

0= (b%,b1) = (b, b1) + a1 (b1, b1) + -+ a;_1{bi_1,b1)

0 = (b;,ba) = (bs, b2) + a1(b1,ba) + - -+ a;j—1(bi—1,b2)

- - - -

0= (b}, b;) = (bi, bj) + ai (b1, bj) + -+ ai_1 (b1, bj)



Notice that the coefficients of the equations are all integers. We can solve the system of linear equations
using Cramer’s rule. The value of each variable a; will be

4= — _ . (2.2.6)
(b1, b1) (bi—1b1) det(L(b1, ..., bi-1))?
(b1, b2) (bi—1b2)
(b bic1) .- (bi—1bi—1)

for some z; € Z. Notice that if we multiply eq. (2.2.5) by the denominator of eq. (2.2.6), we get an integer
vector. Then, by definition of A, we get:

det(L(b1, ... bi_1))? - bf € 28 = A?.bF € 7¢
This completes the proof of the first part. For the second part, since det(C(l;l7 e l;i_l))g . l;;‘ € 7%, and it
is a non-zero vector, the /, norm must be at least 1. This gives us one side of the required inequality:
1 1

det(L(by, ..., bi_1))?- |IbF]| > 1 = |bf]| > - - >
(L(b1 1)) 167 ] 155 WL B A2

For the other side,

16711 - T 1551 = det(£(Br, .., 5:))

7<t
] = det(L (b1, ..., b))
IT;<; 115l
< det(L(by,...,b; Hdet (b1,..., b))

j<i

O

Remark 2.2.14. Notice that this is a rather loose bound. However, we just want to prove that we can represent
the GSO vectors with polynomial (in n) numbers of bits.

Now let’s look at 51-.
Lemma 2.2.15. After the reduction step, ;]| < nA2

Proof. With

—»_—»*
'_'L ::Ml7j]

Jj<t
After the reduction step,
T Ik 1 Ik
lBall < 05511+ D 51551 < nAs®
j<i

where the last inequality is due to lemma 2.2.12 O

Lemma 2.2.16. During the reduction step, ||b;|| < nA2(2nA%)"—1
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Proof. While reducing the i vector, b < b; — Lpi g | I;j

<|

16; — L1 10511 < 1Bill + [Lpi ;1105
. b, 6\ -~
bz’H+<1+ g*gj* 1651
<j7 j)
- 1B ll15%]1 | -
S\Ibill+<1+ﬂ*§ 1051
[0
- A
= {16l + [[bs] + ==
1]

Now use lemma 2.2.12 and lemma 2.2.15,
16: — Lrai, 1051 < 116l (1 + nA®) +nA® < 2nAY|b|
Since at most n — 1 steps is performed, the final b; is at most

(2nAY"H|b;|| < nA?(2nAt) !

Corollary 2.2.17. LLL terminates in polynomial time.

Proof. From lemma 2.2.12,lemma 2.2.15, lemma 2.2.16, all the vectors in the algorithm can be represented
in O(nlog A) bits. From lemma 2.2.11, it is clear that the algorithm runs in polynomial time O

Remark 2.2.18. In practice, the swapping of vectors can be done for all vectors i that don’t satisfy condition 2
before jumping back to the first step. There are also many possible optimizations to reduce the runtime dependence
on the bit size of the vector. This will increase the overall runtime of the algorithm. The current known fastest
implementation of LLL is from [RH23], which has a heuristic running time of O(n* (log || B|maz + 1)), where
w € (2, 3] and B is the basis. To play around with LLL, you may use [dt23].

2.3 Application of LLL: Cryptanalysis of Subset Sum based Cryptosystems

The LLL algorithm is probably the most important lattice algorithm. Today we will see how it can be
used for cryptanalysis of a certain subset sum based cryptosystem.

2.3.1 Public-Key Encryption

Suppose two parties (say our old friends Alice and Bob) want to communicate securely. A public key en-
cryption scheme is a protocol that allows for this. Alice publishes a public key, which Bob can use to encrypt
the message she wishes to send to Alice. Alice retains a private key, that allows her to decrypt the message
that Bob sent. Any eavesdropper who does not know the secret key can’t decrypt the messages. The pro-
tocol itself consists of a key generation mechanism, and reliable encryption and decryption mechanisms.
It is defined as follows.

Definition 2.3.1 (Public-Key Encryption Scheme). A public-key encryption scheme consists of three polyno-
mial time algorithms (Gen, Enc, Dec):
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o Gen(1*) — (pk, sk): A probabilistic key generation algorithm that takes a security parameter \ and outputs
a public key pk and a secret key sk.

* Enc(pk,m) — c: A probabilistic encryption algorithm that takes the public key pk and a message m, and
outputs a ciphertext c.

e Dec(sk,c) — mor L: A deterministic decryption algorithm that takes the secret key sk and a ciphertext c,
and outputs either a message m or an error symbol L.

The scheme must satisfy the correctness property: for all messages m in the message space,
Pr[Dec(sk, Enc(pk,m)) = m] =1 — negl(\)
where (pk, sk) < Gen(1*) and negl()\) is a negligible function in \.

We will need to define a trapdoor one way function, which is a function that is hard to invert in general,
except if you have a secret trapdoor, which can be used to invert the function in polynomial time. Given
such a function, it should be clear that the trapdoor can act as a secret key that can allow one to decrypt
messages that are encrypted using such functions.

Definition 2.3.2 (Trapdoor One-Way Function). A trapdoor one-way function is a tuple of three polynomial-
time algorithms (G, F, F~1):

o G(1") — (ek,td): A probabilistic algorithm that generates an evaluation key ek and a trapdoor td.

* F(ek,z) — y: A deterministic algorithm that evaluates the function on input x using the evaluation key
ek to produce output y.

o FY(td,y) — x: A deterministic algorithm that inverts y to recover x using the trapdoor td.
The function must satisfy:

1. One-wayness: For any probabilistic polynomial-time adversary A,
Pr[F(ek, A(ek, F(ek,x))) = F(ek,z)] < negl()\)
where (ek, td) < G(1*), z is chosen uniformly from the domain, and negl(\) is a negligible function in \.
2. Trapdoor property: For all z in the domain,
Pr[F~L(td, F(ek,z)) = ] = 1 — negl(\)
where (ek, td) < G(1%).

2.3.2 Subset-Sum

Definition 2.3.3 (Subset-Sum Problem). Given a set of non-negative real numbers A = {a1,...,a,} and a
target sum S, the Subset-Sum Problem asks whether there exists a vector x € {0, 1}" such that:

n
E xi-ai:S
=1

More formally:
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o Input: A vector @ = (a1, ...,an) € Z>o and a target S € Z.
* Question: Does there exist a vector ¥ = (x1,...,2,) € {0,1}" such that @ - & = ¢?
The search version of the problem asks to find such a subset (or equivalently, the vector Z) if it exists.

Remark 2.3.4. The Subset-Sum Problem is known to be NP-complete [Goo22], which means it is believed to be
computationally hard in the worst case.

Example 2.3.5 (Easy Instance of Subset-Sum Problem). An easy instance of the Subset-Sum Problem occurs
when the sequence {a1, ... ,a,} is superincreasing, i.e., when:

i—1
a; >Zaj foralli=2,...,n
j=1

For example, the sequence (1,3, 7,15, 31) is superincreasing because:
e 3>1
* 7>1+3=4
* 15>1+3+7=11
* 31>1+3+7+15=26
For such instances, the subset-sum problem can be solved efficiently using a greedy algorithm:
1. Start with the largest element a,, (binary search).
2. If ay, <t,include it in the subset and subtract it from t.
3. Continue with an—_1, an—2, ... until either t = 0 (solution found) or all elements have been considered.

This property is crucial in certain subset-sum based cryptosystems, where the ease of solving superin-
creasing instances is used as a trapdoor. Note that the superincreasing property is easy to hide from a
sequence using modular arithmetic. One simply samples a large prime number P and a random integer
M € Z}, and computes a new sequence @’ = M - @ mod P. This sequence can then be published as the
public key. If a sender wants to send a message & € {0,1}", she computes the sum S := }_ . a}z;, and
send it to the receiver. For an evesdropper who does not know P, M, this is an instance of the subset
sum problem, where the sequence is not superincreasing. But the receiver who knows P, M can easily
invert the initial map, and recover an instance of subset sum over the initial superincreasing sequence.
Let’s see what such a function formally looks like.

2.3.3 A Cryptosystem Based on Subset Sum

We construct a trapdoor One-Way Function Based on Subset-Sum. Let @ = (ay,...,a,) be a superin-
creasing sequence as defined in the previous example and a; € [2"]. We construct a trapdoor one-way
function as follows:

1. Key Generation G(1*):

e Sample a large prime P with |P| = 0(2m).
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¢ Sample M <—— Zp.
e Compute @ = M -@mod P = (Ma; mod P,..., Ma, mod P).
* Output evaluation key ek = @ and trapdoor td = (M, P).

2. Function Evaluation F'(ek, ©):

e Input: 7 € {0,1}".
e Output: ¢ = (Z,d') = >, x;al.

)

3. Inversion F~(td, c):

e Compute S =c- M~! mod P.
* Note that S = (%, d) mod P = (&, @), since P is much larger than any subset-sum of a.

* Recover & by solving the easy instance of the subset-sum problem with target sum .S and set

—

a.

The security of this construction relies on the hardness assumption of the worst case subset-sum prob-
lem. Without knowledge of M and the easy instance 4, finding # (decryption) given @’ and ¢ would be
computationally difficult. The security of the trapdoor one way function described above relies of the
fact that a random instance of the subset sum problem with large coefficients (as produced by the key
generation algorithm above) would be a hard instance. Interestingly, this is not the case, (no) thanks to
the LLL algorithm. It turns out that the 2"/?-approximation (to the shortest vector) guarantee we saw in
the last lecture is enough to solve such sparse instances.

2.3.4 Breaking the Subset-Sum Based Trapdoor One-Way Function Using LLL

We now demonstrate how the Lenstra-Lenstra-Lovész (LLL) algorithm can be used to break the subset-
sum based trapdoor one-way function described earlier. This attack showcases the power of lattice
reduction techniques in cryptanalysis. The idea is to come up with a lattice (using the given set and the
target), such that a 2"/2-approximate shortest vector is the solution to the sparse subset sum instance
with high probability.

Problem Statement. Let M := 27", Given @ € Z", such that each entry a; is sampled independently,
uniformly at random from U := {JM, (M +1),..., M}, and a target S computed as S := (d@, ),
recover .

Note that finding # amounts to recovering the message.

Remark 2.3.6. Even though the analysis below relies on the instance (the set &) being chosen randomly, in practice
the LLL has seen a lot more success breaking subset sum based cryptosystems.

Consider the lattice generated by the following basis.

0 1 0 0
0 0 1 0
B= : : : : (2.3.1)
0 0 0 1
2. 8§ —2".a; —-2"-ay =2" . a,



The lattice £(B) contains the vector by + > zib; = (£,0)7 (by construction). Because  is a binary
vector, ||(Z,0)7]|, = ||, < v/n. We can use the LLL algorithm to find a lattice vector of length at most

|Z]l,, - 27/ < 2". We now show that any such short vector recovered by the LLL algorithm is a multiple
of (£,0)T.

Lemma 2.3.7. With high probability, the only vectors z € L(B) with || ]| < 2" are multiples of (Z,0)T.

Proof. LetZ € L(B)suchthat||2]|, < 2". Then there exist o, y1, 92, ...yn € Zsuchthat Z = a50+2?:1 yibs.
Since |z,| = 2" - [(aS — > yiai)| < 2", we get that

=1

Now, since 7 is a binary vector, oS > %Ma. Also, [|Z]l, < 2" = ||§llo < 2" = Y. viai < nM2™.
Putting these two inequalities together with eq. (2.3.2) gives us a < 2n2".

Next, observe that the number of triplets (Z, 7, a), such that & € {0,1}",||7]l, < 27 ]a] < 2n2" is
bounded by 27 - 2n("+1) . 9p2n < 237" Let’s see what is the probability that eq. (2.3.2) is satisfied for a
fixed (Z, ¥, ) such that i ¢ ZZ. That is, we want to upper bound

Prdwal

aS = Zn: yiai] (2.3.3)

i=1

By our assumption, 35 € [n] : y; # ax;. Suppose we fix the values of a1,...a;_1,aj41,...a,, and pick
only a; randomly. Then the picked a; has to satisty a;(y; — ax;) = a3, .; xiai — 37, ,; yiai. Clearly, there
is at most one choice of a; that satisfies this. Therefore, the probability in the above equation is bounded
by

Prg yn [aS = Zyiai] <M/2+1)71 < (24"2*1)_1 . (2.3.4)

=1

Applying union bound over all possible triplets (&, 7, ) (a maximum of 23"” such triplets), for our choice
of M, we get our desired result. O
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Chapter 3

Closest Vector Problem

Lattice-based cryptography has emerged as a promising approach for constructing secure cryptosys-
tems. It allows constructions of cryptosystems based on average case hardness assumptions of key lattice
problems, such as the shortest vector problem. Notably, Regev [Reg05] established a reduction from
worst case lattice problems (GapSVP and SIVP) to the Learning With Errors (LWE) problems, and showed
that it is possible to build public key cryptosystems using this problem. This allowed cryptosystems
based on the hardness of polynomial-time approximations of the Shortest Vector Problem (SVP). We
tirst define some lattice problems, and give an overview of the hardness of lattice problems.

Definition 3.0.1 (Decision SVP). Given a lattice basis B and a distance d, output YES if the shortest non-zero
vector has length \(L) < d, and NO otherwise.

Definition 3.0.2 (GapSVP,). Given a lattice basis B, a parameter y and a distance d, output YES if the shortest
non-zero vector has length A\(L) < d, and NO if the length is A\(L) > ~d.

Definition 3.0.3 (y-approximate SVP or SVP.)). Given a lattice basis B and an approximation factor -y, output
a vector v € L such that ||[v|| < yA(L).

Clearly, if SVP, can be solved, GapSVP, can be solved. SVP, is interesting because we get surprising
results for almost all approximation factors:

1. 1<~y <O(1) = SVP, is NP-hard. Best known algorithm run in O(2") time.
2. v=0(y/n) = SVP, € coNP.

3. If ¥ = O(n) is hard, we have constructions for one-way functions and collision-resistant hash
functions (minicrypt).

4. If v = O(n®?) is hard, we have constructions for public key cryptography (cryptomania).

5. > 2nloglogn/logn: Gplyable in poly(n) time (e.g., using LLL algorithm).

There exist algorithms for SVP,,x) (equivalently, GapSVP,,x)) that run in time O2M*).

This chapter is based on lectures 5 and 6.
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Figure 3.1: SVP Approximation Landscape

The hardness of SVP for various approximation factors says something about all of Impagliazzo’s five
worlds [Imp95]':

1. ALGORITHMICA: If SVP ) is easy in the worst case.

2. HEURISTICA: If SVP ;) is easy on average (and P # NP).

3. MINICRYPT: If SVP 4, is hard.

4. CRYPTOMANIA: If SVP 15y is hard.

5. PESSILAND: If SVP (/) is hard, but SVP o, is easy (and P # NP).

3.1 Closest Vector Problem (CVP)

Given a lattice and a target vector in R", this problem asks to find the lattice vector closest to the target.

Definition 3.1.1 (Search CVP). Given a lattice L£(B) with basis B and a target vector t € R, find 7 € L(B)
that minimizes |0 — t|2.

Definition 3.1.2 (Decision CVP). Given a lattice L(B) with basis B, a target vector t € R™, and a distance
parameter d > 0, output YES iff there exists a lattice vector 7 € L(B) such that |7 — s < d.

[ ° [} L ° ° .
L] L] L] L] L] L]
L] L] L] L L] L] L]

CVP: Find closest lattice point # to target ¢

Figure 3.2: Illustration of the Closest Vector Problem (CVP)

CVP is at least as hard as SVP.

IThis is probably the only such problem?
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Theorem 3.1.3. There exists a polynomial-time reduction from SVP to CVP.

Proof. The reduction works as follows. Given a lattice £ with basis B = (by, . . ., b,). Repeat the following
steps for each basis vector b;:

1. Construct a new lattice £’ with basis (51, 52, . ,251- cel, I;n) (L' C L).

2. Use the CVP oracle on £’ with target vector EZ Say the oracle returns a vector ¢ = algl + 04252 +
vt 2auh 4 L anby.

3. Compute ¢ = ¥ — bi. The coefficient of b; in @ is always odd, and v # 0 since b; ¢ L. Thus ¢ is
the shortest non-zero lattice vector among all of the vectors in £ whose coefficient for b; is odd.

Note that the shortest vector in £ must have at least one odd coefficient (otherwise dividing the vector
by two generates a shorter non-zero lattice vector). Therefore it is in at least one of the sub-lattices
considered above, and it will be found in at least one of these n CVP oracle calls. Return the minimum
of the ¢'s found. O

This reduction shows that if we can solve CVP in polynomial time, we can also solve SVP in polynomial
time, proving that CVP is at least as hard as SVP.

The closest vector problem (CVP) is one of the hardest lattice problems, as most other lattice probelems
like SVP reduce to it. We will see two algorithms to solve this problem, first a simple 20(n?) algorithm
(based on ideas from Assignment 1 problem 1), followed by a O(4") time deterministic algorithm based
on Voronoi cells [MV13].

3.2 CVPin 200"

We start with a simple example. Consider the following vectors

5 = b5+ 0.2b5 + 0.1b]
F'=2.8b" + 2.2b5 + 6.3b5

where each b; is our basis vector for the lattice and 5;" is the Gram-Schmidt vector obtained via Gram-
Schmidt Orthogonalization. A straightforward idea is to apply the same idea as in the LLL algorithm:
loop back from i = n to 1 and subtract an integer multiple of b;, which we attain from rounding p; =
(%’f;‘)?)' In this example, we end up with t— 653 — 52 — 251. Similar to the LLL algorithm, this vector has
the property that the coefficients of each b* is within +3, giving us that

— - - — 1 —
dist(f, i := 6bs + by + 2b1)> < Y 1||b;‘||2 (3.2.1)

This with some modifications gives a polynomial time 22 approximation algorithm for the CVP problem,
known as Babai’s Nearest Plane algorithm [Bab86]. We would like to use eq. (3.2.1) to bound the size of
the coefficients of the closest vector to #, written in the basis B. We can then enumerate over all possible
coefficients in that range, and return the minimum. We start with the following theorem.
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Theorem 3.2.1. Suppose we are given a 3-LLL reduced basis B. Let ¥ € L be the closest lattice vector to teR"

and the projection of ¥ — ¥ in the direction of b, is ab. Then |a| < 23",

Proof.
o252 < dist(F, £)*

1 -
< Z 1 |6¥]|> (Observe that in eq. (3.2.1), u is such a vector)
i
1. =
< Z 12"_1 |b%||*  (since the basis is LLL reduced.)
i
1 7k
< 2P
< 27257
which gives us |a| < 2("=2)/2, O

This gives us a bound on the number of (integer) coefficients we need to choose from. Specifically, the
number of coefficients to choose from is at most 2 - 2(?~2)/2 = 21/2,

Remark 3.2.2. Thus, if we consider v = ), w;b; and T = o wib_f, the number of choices of u, € [w, —
2" wy, + 2”7_2], which has at most 22 integer options.

This gives us a reduction for CVP(n) (where 7 is the rank of B) to CVP(n — 1) that makes 22 calls to the
CVP(n — 1) oracle. The reduction works by iterating through all possible integer coefficients for b,, in the
valid range. Formally, the following is the reduction algorithm.

Algorithm 6 CVP(B,n,t)
Input: Lattice basis B, rank n, target .
Output: The closest vector 7 € £(B) to the target .

1: if n =0 then

2: Return 0

3: end if

4: Compute the Gram-Schmidt vectors: [b*, ... b]
5: Compute w = %

6: =0

7. fori=|w—2"7|,... [w+2"2 | do

8  §=CVP({by,....bp1},n—1,1—iby) + iby,
9 if | — §fll2 < ||t — &2 then

10: T+ y

11: end if

12: end for

13: Return ¥

Remark 3.2.3. Since there are 22 calls to CVP(n — 1), we have the following recurrence relation: T(n) =
23T (n — 1) + poly(d). Which we can resolve to T (n) = 2°("*) complexity.
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3.3 Closest Vector Problem using Voronoi cell

We now describe a O(4") time deterministic algorithm based on Voronoi cell computation by Micciancio
and Voulgaris [MV10]. Without loss of generality, we assume that the lattice is full rank and £ C Z".
Unless otherwise specified, we assume that all norms are ¢, norms.

3.3.1 Introduction to Voronoi Cells and Voronoi Relevant Vectors

Definition 3.3.1 (Voronoi Cell). The Voronoi cell of a lattice L is defined as
V={ZeR": |7 < |7 —d],vo' e L\ {0}}.

That is, the set of points Z in R™ such that Vv € L, dist(Z,0) < dist(Z, 7).

ey

Figure 3.3: Voronoi Cell

Definition 3.3.2 (Half-spaces). Let a half-space defined by a vector U be defined as
Hy ={Z e R": ||7]| < |7 — 7]}

That is, the set of points such that the distance from the origin is smaller than or equal to the distance from v.

<y

Figure 3.4: Half-space Hy

Remark 3.3.3. Note that

V= () Hs

FeL\{0}
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Figure 3.5: Voronoi cell as an intersection of half-spaces.

Remark 3.3.4. Note that Hy is a convex set (by definition), and the intersection of convex sets is also a convex
set. Therefore V' is convex.

Remark 3.3.5. The shifts of V by a lattice point v € L is a tiling of R™. This is because each point in R™ will
belong to the Voronoi cell of its closest point in the lattice. (Here the Voronoi cell of a non-zero lattice point x is
defined similar to definition 3.3.1, the set of points in R™ whose distance from x is less than or equal to the distance
from and other lattice point.)

Figure 3.6: Voronoi cell of a lattice tiles R™ [MSW23]

Definition 3.3.6 (Voronoi Relevant Vectors). The set of vectors v € L such that CVP(%, L) = {0, 7} are called
Voronoi relevant vectors.

Example 3.3.7. In the example below, i, 05 are both Voronoi relevant vectors since CVP(vi /2, L) = {v7,0}.
However, v1 + v3 is not, as CVP((v1 4+ v3)/2, L) = {0, 01,03, v1 + v3}.

Lemma 3.3.8. If R is the set of Voronoi relevant vectors,

V={()Hs

vER
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v1 + U2
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\ /
. —— .
O ~22 v
L] L) L) L]

Figure 3.7: Voronoi Relevant vectors

Proof. Consider a @/ ¢ R, which means that 3 € CVP(%, L)

-4
H % H (since the RHS is the distance of /2 from 0). Now consider the lattice vector @ — . By triangle
inequality (and since equality case does not hold as u # ),

—

@ — ]| < Hwﬁw
2

— —

w

—

w

* 2

<
2

+ = ||| (3.3.1)

Now consider Hz N Hg_z. Observe that Hy N Hg_z € Hg. [This is equivalent to prove that [|Z| <

17 = all, |Z]] < (|7 = (& = @),

%H < H%H together imply ||Z|| < ||& — @||. Expansion of the norms’
squares by inner products yields a simple proof.]

Thus, for all W ¢ R, we can remove Hy from the intersection of half-spaces due to the presence of
Hy N Hg_z (note that & — @ € £). We can keep repeating this for various such @, but not infinitely, since
the vector u’s sizes are strictly decreasing (eq. (3.3.1)). Thus this process will terminate, and only when
all the remaining vectors are in R. This proves the theorem. O

Lemma 3.3.9. The number of Voronoi relevant vectors is at most 2"+!

Proof. Let the set of Voronoi relevant vectors of £(B) be R with B = {b;}.

Let v € L(B) be a lattice vector at the boundary of the fundamental parallelepiped P(B). (Note that
there are only 2" such vectors.) Let 7* = argmin{||Z|| : ¥ € ¥ + 2£,% # 0}. Then we claim that the
collection of 7 and —v* for all v are the only possible Vorono1 relevant vectors of L.

To prove the claim, assume that there exists @ € R, such that @ ¢ {¢*, —v*}. Note that, all coordinates
of w in the given lattice basis cannot be even, as in that case % is a lattice vector, contradicting the fact
that «J is a Voronoi relevant vector. So, Jv € £(B) at the boundary of P(B) (Coordinates of v in the given
lattice basis are either 0 or 1) such that % € L. So,

Pl G2 AT T+ D

= = LeEL
2 2 2 Tee
However, || 747 — @‘ = H The last mequahty is because of the followmg reasonmg % ‘ is
the length of the shortest vector in the lattice & —|— L. Also, 5 —|— €L,s05 lef-Y=(L-0)+1Y 5=75 U1 L.

This means that we have found a lattice vector v ;rw whose d1stance from w/ 2 is less than the distance

of 0 from /2. This is a contradiction to the fact that « is Voronoi relevant. Thus |R N (7 + 2£)| < 2.
Now since there are 2" points on the boundary of P(B), we get that |R| < 271
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Figure 3.8: Voronoi Relevant vectors in v 4 2L

3.3.2 CVP Algorithm given Voronoi Relevant Vectors

The closest vector problem is given a target vector £, we want the lattice vector # € £ that is closest to ¢.
This is equivalently, we want to find a shift of £ by a lattice vector Z such that £ — 7 is the shortest possible.
The following algorithm solves CVP given a set of Voronoi relevant vectors.

Algorithm 7 CVP given Voronoi relevant vectors

Input: Basis: B € R"*"™, target ¢ € R", set of Voronoi relevant vectors R C £(B) \ {0}
Output: Z € £ such that ||f — Z|| is minimised.

1: Set5=1

2: while §¢ V do

3 Compute smallest § > 1 such that 5 € §V

4 Compute 1 < a <2 e R,k € Z>g such that 6 = a2k

5: Find ¥ € R such that 5'lies on the boundary of § H;

6: §:=5- 2k

7: end while

8: Returnt — &

Remark 3.3.10. Note that always exists a U € R such that §lies on the boundary of 0 Hy in line 5. This is because
§ lies on the boundary of §V due to line 3 which is made up of boundaries of § Hy by definition.

We prove correctness for the case where 6 € (1, 2]. The general case follows.

Lemma 3.3.11. Let 1 < § < 2, § € §V and ¥ be a Voronoi relevant vector such that § lies on the boundary of
0Hg. Then ||§— U|| < ||§]| and § — ¥ € 6V C 2V

Proof. First note that, since all vectors on the boundary of § Hy are equidistant from §7 and 0, we have
that (s — 7) 5” (in fact, perpendicular to any scaling of ). Write 5= (s - 7) + ‘52”.

I () (332)

12
I = |5 - 5
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2

L 0U
8_7

S 2
|5~ = :

L 0T ( 5>4 2 ( 5)2 o
—— —(1-= 1—- 3.
-5 5) 0 + 5 It (3.3.3)

1 2 2
1<6<2 :Ogl—g<§<g = <1—§) <<é>

Using this with eq. (3.3.2) and eq. (3.3.3), we get that

Observe that

15 =]l < 5] (3.34)

To see that 5§ — ¢ € 0V, recall that V' is convex. §'is on the boundary of  Hy, and so s € §v + §V, which
implies 5 — 07 € V. By convexity, § — 7 = (1 — ) §+ } (§— 60) € 6V.
d

Lemma 3.3.12. Given a vector s and lattice £ with Voronoi cell V, |(§ — L) N2V| < 4"

Proof. We prove this by contradiction. Say the cardinality is more than 4”. Then by pegionhole principle,
we can find two distinct vectors with the same remainder modulo 4 for each coefficient of the basis
vectors. Thus there exists distinct Z, 7 € (5§ — £) N 2V such that Z — ¢ € 4£. Thus “3£ € L.

Note that since 7, i € 2V, %, g € V. Since V is symmetric and convex, we have that —g € V and

i 7 = -
T
2 2 _ Y cV
2 4
However, %ﬁ € £ and the only lattice pointin V is 0 = & = i contradiction. ]

Remark 3.3.13 (Termination of algorithm 7). We can extend lemma 3.3.11 by setting V' = 2*V and R’ = 2*R,
as such § — 284 € 2M 1V, Thus during the execution of Lines 2 - 6, the value of k is non-increasing. Howeuver,
note that if k remains the same, 5 remains in (5— 2L£) N 2¥+1V as it only changes by 2% and remains in 281V
Houwever, note that after each iteration, ||5|| strictly decreases as ||5 — 2¥%|| < ||5]| by lemma 3.3.11, thus each
s after each iteration is distinct. If k remains the same, there are then infinite vectors in (5 — 28L) N 281V,
contradicting lemma 3.3.12. Thus, k must decrease until k = 0, after which § € V and the loop terminates.

Remark 3.3.14 (Runtime Complexity). Note that the initial value of k is bounded by O(log ||t]|). k will decrease
by 1 in at most 4™ iterations. Thus, we get a complexity of O(log ||t][4™)

Remark 3.3.15 (Correctness). t —Z € V, thus Vi € L, ||t — Z|| < ||t — & — ]|, thus it is the shortest vector. As
stated at the beginning of section 3.3.2, this solves CVP, given that we know the Voronoi relevant vectors.

We now have an algorithm for CVP, given that we know the Voronoi relevant vectors. Let Ty, (1) denote
the time to compute the Voronoi cell (that is, find all the Voronoi relevant vectors) in n dimensions. Let
Tcvp(n, k) denote the time to solve k instances of CVP in n dimensions. Observe that if we are given
a CVP oracle, then we can compute the Voronoi cell. This can be done by solving a CVP instance for
each of the 2" cosets of the lattice. Precisely, let by, ...b, be the basis of a lattice, and v := ) j a;bj,
such that o; € {0,1}. Note that there are 2" such vectors, and they correspond to the vertices of the
fundamental parallelepiped. One can solve CVP (2L, v) for each such v, which would give us at most
two of the Voronoi relevant vectors each. Thus, we have the following reduction.

Tor(n) < Tcyp(n,2")
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Now, recall algorithm 6. To solve CVP, one can guess the last coordinate of the closest vector, and recurse
on the n — 1 dimensional lattice. There are 2" such choices for the last coefficient. This gives us the
following reduction.

Teve(n, 2") < Teyp(n — 1,271 27) = Teyp(n — 1,211

From remark 3.3.14, we can solve CVP in 4" time, if we are given the Voronoi relevant vectors. Hence,
we also have the following reduction

Tevp(n — 1,221 < Tyor(n — 1) +4™ - 22"+ poly(n).

Observe that the two terms above are additive because we only need to compute the Voronoi cell once,
after which we can solve all the 22" instances of CVP(n — 1). Now, observe that combining the above
three equations, we have a reduction from computing the Voronoi cell in n dimensions to computing the
Voronoi cell in n — 1 dimensions, by paying an additional cost of 16™ - poly(n). Unfolding this recurrence
n — 1 times, we can see that

Tyor(n) < 16™ - poly(n).
Thus,
Tcvp(n, 1) < 16™ - poly(n) + 4" poly(n).

We note that a better analysis gives us a time complexity of 4™.
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Chapter 4

Shortest Vector Problem

By now it is clear that SVP is an important problem. We will soon see an algorithm for the exact shortest
vector problem. Table 4.1 gives a summary of the history of exact SVP.

Reference Time Complexity Remarks
Kannan [Kan83] nze o) Enumeration; Also solves CVP
Ajtai, Kumar and Sivakumar [AKS01] 20(n) Randomized Sieve
Micciancio and Voulgaris [MV10] 4"poly(n) Deterministic, also solves CVP
[ADRS15] 2" + o(n) A follow-up work also solves CVP [ADS15]

Table 4.1: A brief history of exact SVP

The best known algorithm solves n* approximate SVP in time roughly 2741, The main idea follows the
LLL algorithm, with reduction applied to a block of the basis vectors, instead of two basis vectors at once.
We will first learn about dual lattices.

4.1 Dual Lattice

The dual lattice of any lattice is the set of all points ¢'in the span on the lattice such that the inner product
of U with any lattice vector is an integer. Formally,

Definition 4.1.1 (Dual Lattice). Given a lattice L C RY of rank n, the set
LY :={yespan(L) :VZ € L, (Z,y) € Z}
is called the Dual Lattice of L.

As an example, consider the integer lattice, Z". Clearly, it’s dual lattice is itself (Z™)* = Z", since all
the vectors in the span of Z" which have integer inner product with Z" are in Z", and vice versa. Also
observe that (2Z")* = 1Z".

For a full rank lattice £ with basis B := (by,...by,), the basis of the dual lattice £* is given by (BT)7%
(Observe that the inner product of any vector in the integer span of (B )~! with a vector in £(B) will be
an integer.) For any lattice (not necessarily full-rank), the basis of the dual lattice is given as B(B' B)!,
the pseudo-inverse of B.

This chapter is based on lectures 6, 7 and 8.
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A A

Figure 4.1: An example of the dual lattice [Reg(04]

Lemma 4.1.2 (Dual Basis). £(B)* = L(B(B"B)™)

Proof. Let D = B(B'B)~!. Observe that B D = I. First we prove that £(D) C L£(B)*. Observe that
Vi,j € [n] : <EJ,J;> € {0,1}. Then, for any @ € L(D), ¥ € L(B), we have thatu =}, aid;, T = > cjgj,
such that Vi, j € [n] : a;,¢; € Z. Then, (@,v) =, ; aic; <d:, E]> € Z, and thus any such # is in the dual
lattice.

Next, we prove that £(B)* C L(D). Let v € L(B)*. Observe that since span (£(D)) = span (L(B)),
Jaq,...a, € Rsuch that 7 = crdy + ... and,. Then Vi € [n], <17, l_);> = q;. Since v was in the dual lattice,
a; € Z. Thus, v € L(D). This concludes the proof. O

In what follows, we assume that the lattice is full rank. We mention the following corollaries without
proof, which follow simply from the definition of the dual basis.

Claim 4.1.3. For any lattice L, we have that
1. (L) =L
2. det(ﬁ*) = ﬁ(ﬁ)

Observe that the second point above gives us a clue about the sparsity of the lattice. If the primal lattice is
very dense, the dual lattice will be very sparse, and vice versa. Formally, we have the following relation.

Claim 4.1.4. A\ (L) - M (L*) <n
We note that in fact, a stronger relation A (£) - A,,(£*) < n holds true, which we will not prove.

Proof. From Minkowski’s theorem we know that A (£) < y/ndet(£)/", and that Ay (£*) < /ndet(L*)Y/™.
Using the second item of claim 4.1.3 and these two inequalities, we get the desired result. O

Claim 4.1.5. (L) - A (L*) > 1.

Proof. Let i be the shortest vector in L. ||@|| = A\ (£). Let ¢/1, . .. ¥, be linearly independent vectors in £*,
such that Vi € [n], ||t;|| < Ai(L£*). Then since span (£) = span (L*), we have that Ji € [n] : (@,7;) # 0.
Since, (4, 0;) € Z, | (@, 7;) | > 1. Therefore, 1 < | (@, %) | < ||@]] ||T:]] < A1 (L)An(LF). O
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Given a basis 51, e l_;n for a lattice and some vector 7, let 7; (¥') denote the vector ¢ projected onto the space

- N - - -
span (bl, . bi,l) . Observe that the GSO vectors can be written using this notation as by, w2(b2), 73(b3), . .

Claim 4.1.6. Let d,, .. .d, be a basis of the dual lattice of L(by,...by). Then Vi € [n], (mi(by), ... mi(by)) and

-

(di, ... dy,) are dual basis.

- -

Proof. First note that span (m(bi), .. .m(bn)) = span (d_;, e jn) This is because <d_;, 5k> = 0;, which
means that the space on the RHS is indeed orthogonal to 51 o I;i_l, and has the same rank to the LHS.
Next, observe that Vj, k > 1, <Wz(gk),cf]> = <I;k,cfj> + aq <l;1,d;> + o <5i_1,cfj> = <5k,cfj> = Ok
(note that all other inner product terms are 0, by the definition of dual basis). This means that the dual

- -

lattice of £(m;(b;), ... mi(bn)) has basis (d;, . .. d,), and vice versa, as claimed. O

4.2 Korkin-Zolotarev Basis

Suppose our goal is to find a nice basis for a lattice. We saw that in polynomial time we can use LLL to get
a reduced basis, such that the vectors are somewhat orthogonal and short (which is what we generally
want from these nice basis). Now let’s see what we can do if we have a budget of more than polynomial
time. We begin by defining the Korkin-Zolotarev (KZ) basis.

Definition 4.2.1 (Korkin-Zolotarev (KZ) basis). We define it recursively. Given a rank n lattice L, a basis
bi,...by is called the KZ basis if the following two conditions hold:

1. Vi€ [n]: ‘m(gl)

= A (mi(£)).
2. Vi,j € n],i<j:lpiyl <3

Note that the second condition guarantees that the KZ basis is length-reduced, same as the LLL basis
(adding an integer multiple of one basis vector to another will not decrease its length.) Definition 4.2.1
can be equivalently stated as: 51 is a shortest non-zero lattice vector of £, and {71'2(52), e WQ(En)} is the
KZ reduced basis of the projected lattice m2(L). To see why, let L' = m2(L) be the lattice £ projected
orthogonal to 51. Let, ca,...c, be the KZ basis of £'. Define 52 = + aigl for i = 2,...n such that

o; € (—%, %] is the unique value such that bi € L.

Lemma 4.2.2. For any lattice L, there exists a basis 51, ce by, such that
. Tk Tk )\1 (‘C)
min([bi]], ..., [1ba1) > :
n
where b, ..., bY, are the Gram-Schmidt orthogonalization (GSO) vectors of the basis.

Proof. Let dy,...,d, be the dual basis obtained by D = B(B'"B)~!, where B corresponds to the original
basis 51, ceey by,. We first prove a technical claim:

Claim 4.2.3. Let (f;, . ,cf{ be the GSO vectors of d:u e dy in this reverse order. Then Vi,

-

o b

* ?

P T )
16712

where 5}‘ 's are the GSO vectors obtained in the order of bi,..., by
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Proof of Claim 4.2.3. We prove this by induction. For the base case i = 1, observe that:
1. diis orthogonal to d, ... ds by definition.
2. 5’{ is orthogonal to dx, ... ,dé dueto B'D = I.
3. Both B and D are full-rank, so cf{ and Z}{ must be co-linear.

Therefore, di € Span(b*) = Span(by).

From B' D = I, we know that 51 is orthogonal to JQ, . ,cfn and thus to J;Q‘, R cffl This implies:

o7 T T o 1

(b1,d1) = (b1, dy) = [|b1] - [|di]| = 1 = [|d}|| = m
1

Combining these results proves the claim for i = 1.
For the inductive step, we use the fact that m;(b;), ..., m;(by) is the dual basis of d;, ..., d, (claim 4.1.6),
where 7; is the projection function defined as:

Hl
Q@*l

5] =

*
J*

1

Q“
*
°‘l

T

K:

The GSO vectors of 7;(b;), . . ., mi(by) are b%, . .., b,. We can then apply the same argument as for i = 1 to
prove the claim for all 4. O

Now, we return to the proof of Lemma 4.2.2. Let dy,...,d, be the Korkine-Zolotarev (K.Z.) basis of £*

and 5n, R by be the dual basis of Ji, ceey cfn in reverse order. From Claim 4.2.3, we have:
- 1
]| = ——.
165 |

Thus, the following statements are equivalent:

- -, 1 i 7
mﬂ%mUAMMZEMmemﬂM%HAWMSMwy

We know that A\ (£) - A\ (£*) < n (claim 4.1.4), and by the definition of the K.Z. basis, HJ;{ || = A1 (L*). This
immediately implies:

n
d*
I < 5775
For i > 1, we use the fact that m(d:-), e wl(Jn) is the dual basis of 51-, e l;n The same argument implies:
max ([|d ... ld3]|) < . <

T ML, b)) ML)

The last inequality holds because removing any vectors from a given basis results in a new lattice whose
shortest vector is at least as long as the previous shortest vector.
Combining these results completes the proof of Lemma 4.2.2. O
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4.3 GapSVP, (d) € coNP

Recall the GapSVP problem.

Definition 4.3.1 (GapSVP,)). Given a lattice basis B, and d > 0, decide if
e YES: \(L(B)) <d
e NO: M\ (L(B)) >~-d

Following corollary follows from lemma 4.2.2.

Corollary 4.3.2. GapSVP,,(d) € coNP

Proof. We show that coGapSVP,,(d) € NP. That is, we want a witness for the case \;(£(B)) > n-d, which
will simply the basis 71, . . . ¥, for £, as defined in lemma 4.2.2. The verifier checks if

1. ¥4,...7, is a basis of L.

2. min(5 1], . |511) > d.

Observe that if we were in the YES case, that is, A1 (£(B)) > n - d, it follows that
min(|7] .. |70 = 2 > d.

Otherwise (thatis, A\;(£(B)) < d case), we use Theorem 1.4 from lecture two, which says that for all basis
bt b

of £, min( »11) < A1(L). This implies that for any witness (basis) that Merlin returns, we have

P

that

min(||5||,... ||b5 ) < M (L) < d

4.4 Algorithm for Approximate SVP

The best known algorithms for exact SVP include a deterministic 4" time algorithm [MV10] (the compu-
tation of Voronoi cells we have seen in chapter 3 also allows us to solve SVP,) and a randomized 2"-time
algorithm [ADRS15]. Recall that we also know a polynomial time algorithm for 2/2-approximate SVP,
the LLL algorithm from chapter 2. Lattices problems are heavily used in modern cryptography. In crypt-
analysis, we often have a budget exceeding polynomial time, say 25°(") operations. We may ask: what
is the best possible approximation factor for the SVP problem given a compute budget of 25°(")? We will answer
this question. We start with the concept of a primitive vector.

Definition 4.4.1 (Primitive Vector). A primitive vector ¥ € L is a vector such that Ve € Z \ {—1,0,1}, g ¢ L.

Equivalently, a primitive vector is the shortest non-zero lattice vector within its own integer span. Note
that for an integer lattice, these are all the points whose coordinates have GCD unity. We state an impor-
tant property of primitive vectors:

Lemma 4.4.2. For any primitive vector ¥ € L, there exists a basis of L of the form {7, ba, . .., by }.

Proof. Part of the next problem set. O
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Corollary 4.4.3. For any primitive vector v € L,

det(£)

det(ﬁlﬁ) = W

Corollary 4.4.4. Given a lattice L whose dual lattice is L*, for any primitive vector v € L*,

L _ 9

et~ detee) — detL) - N1l

det(L17) =

Lemma 4.4.5. Let A be an algorithm that given a lattice L of rank n, finds a vector v € L of length at most
7 - det(L)'/", where ~ can be a function of n. Then there is a polynomial time algorithm A that takes A as an
oracle and finds a non-zero vector ¢ € L of length at most 42 - A\ (L).

Proof. A works as follows. It first uses the oracle to find z; € £ such that ||Z;]| < - det(£) = . Then it uses
1

the oracle to find @ € £* such that ||@] < « - det(L*)n. Then it recursively calls itself with the (lower
dimensional) lattice £ N to find a vector Z» with || Za]| < 7% A1 (LN wt). It outputs the shorter of 7, 2.

Correctness. It is easy to see that £ N w' is a lattice of lower dimension. A nonzero vector @ € L*
can be interpreted as a linear function f: £ — Z, defined as f(v¥) = (¢, w). For a given w, the lattice
L is divided into infinitely many equivalence classes based on the value of f. Each class will lie on a
hyperplane. Each such hyperplane is perpendicular to w. Consider any such hyperplane 1+. Consider
a vector & € L such that it has a non-zero component on 1, ¥ ¢ w+. Then we have

o i . 1
1< (@ @) | < ||Z]| o] = [|1Z]] = Tl (44.1)

1

IGIE The correctness follows by

This shows that the distance between any consecutive hyperplane is
induction. Let v* € £ be a shortest vector.

Case 1: 7" € (L Nw'). Then, \1(£) = M\ (L Nw) so 2 is of the desired length.
vt >

Case 2: 7 ¢ (L Nw'). From eq. (4.4.1), |7 m Then, from the promise of the oracle, we have that
1
ML) = 7=
[all
1 .
> - (oracle’s promise)
v - det(L*)n
1 1
= —-det(L)»
S (£)
— det(L)n <7 Ai(L)
|7 < v+ det(£)w  (oracle’s promise)
S ’)/2 . )\1(,6)

Hence 7 is of the desired length. Since z; or z; is a desired length, the shorter of the two will be of the
desired length.

Complexity. A clearly calls the oracle at most n times, and performs poly(n) auxiliary computations. [J
We are now ready to present an algorithm that returns a vector which is within k2 factor of det(£)"/™.
Algorithm 8, together with lemma 4.4.5 achieves a k%-approximation for SVP.
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Algorithm 8 Algorithm A(L, 7)
1: Input: Basis B of lattice £, depth parameter 7, parameter k.
2: if rank(£(B)) < k then
3: Use an exact SVP oracle on B to obtain i <— SVP(B)
return ¢/
else if 7 = (0 then
Run LLL on B to obtain ¢ < LLL(B)
return §/
else
&« A(L*,7 — 1), where L* is the dual of £(B)
10: J+ ALNGHT)
11: return ¢/
12: end if

Y X N 9o

This recursive algorithm uses a depth parameter 7 to control the recursion depth when calling the algo-
rithm on the dual lattice. This ensures that the repeated calls eventually terminate when 7 = 0. Note
that £ N &t is well defined: if ¥ € w then (¥,%) = 0 € Z; w € £L* and (v, w) € Z imply v € L.

4.4.1 Analysis of Approximation Factor

Let 7(n, ) denote the approximation factor (wrt det(£)!'/") achieved by Algorithm 8 on an n rank lattice
with depth parameter 7. So, if the algorithm return a vector #, we know that ||7]| < v(n,7) det(£)"/". We
aim to find an expression for (n, 7) that satisfies the recursive structure of the algorithm.

We start with the base cases:

(n.7) 27/2 when t = 0 (LLL),
n,7) <
v k'/2 when n = k (Minkowski’s First Theorem).

For the recursive case, we have:
&3] < y(n,7 —1) - det(L£*)'/™, (4.4.2)
7] < ~v(n—1,7) - det(L )" 7. (4.4.3)

Note that without loss of generality, we can assume that w is primitive, as £ N w™ remains the same if w
is scaled up. Combining equations (4.4.2), (4.4.3), and Corollary 4.4.4, we get:

171l < v(n —1,7) - (det(L) - |||)*/ "~V

(
(

< ’y(n _ 1,7_) det(ﬁ) . y(n,T . 1) . det(ﬁ*)l/n)l/(n_l)
=7y(n—1,7) - y(n,7 = DYV det(£) . (44.4)
This implies:
Y(n,7) <y =1,7) (7 — YO, (445

To find a closed-form expression for v(n, 7), we make an educated guess based on the recurrence relation.
Let’s consider the simplified case where we ignore the depth parameter 7:
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¥(n) <v(n—1)-y(n)"/ 0V (4.4.6)

() "D/ D) <y 1) (4.4.7)
= ()Y < (= 1)1 2 (4.4.8)

= ()7 < (k) D (4.4.9)

o ()M ®-D) < 1/ @(k-1) (4.4.10)

& (n) < Kn=D/(k=1). (4.4.11)

To account for the depth parameter 7, we introduce an error term above.

Claim 4.4.6.
v(n,7) < p(n=1)/@2(k=1))  gn®/27

Proof. We can verify this bound by substituting it into the recurrence relation (4.4.5):

_ (n=2)/@(=1) | p1/Q2(-1)) | 9((n—1)3+n?/(n—1))/2"
~ (= D/@(k=1)) gn?/2

For the base case 7 = 0, we have 27°/2" = 2"’ which upper bounds the approximation factor given by
LLL. O

By setting 7 = 4logn, we get 2n*/2" = 91/n_ This implies that our final approximation factor becomes:

(n,7) < K=D/QB=1) g1/n o 0/ (2k).

4.4.2 Analysis of Running Time

Theorem 4.4.7. Given inputs B, which is the basis of an n-rank lattice (n > k), and depth parameter T = 4logn,

the running time of Algorithm 8 is 2k+0(log” n),

Proof. Let T'(n,T) denote the number of calls to the SVP oracle when running algorithm 8 with an n-
dimensional lattice and depth parameter 7. We have the following base cases:

1 ifn=%k
T(nr)=4 . "
0 ifr=0.
For the recursive case, we have:
T(n,7)=T(n,7=1)+T(n—1,7). (4.4.12)

We claim that:
n+17—k—-1
T -

satisfies the the base cases, which is immediate, and the recurrence relation (4.4.12).
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To verify this, observe that:
n+(r—1)—k—-1 n+1—k—2
T —1: =
(m,7—1) ( (r—1)—1 ) < T2 )
T(n—l,T):<(n_1)+7—_k_1>:(n+7_k_2>.
T—1 T—1

Recall Pascal’s Identity:

Letm =n+7—k — 2. Then:

m m m+1 n+7—k—1
(T—2)+<T—1>: (T—1>:< -1 ):T("’T)'

This verifies that our proposed formula for T'(n, 7) satisfies the recurrence relation.
Now, we can bound the running time:

n+1—k—
T—1

T(n,7)-2F = (

1) 98 < (4 7)7 - 2F o 2hHOE" ),
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Chapter 5

Integer Programming

Now we will see how concepts from the theory of lattices can be used to solve the integer programming
problem.

Definition 5.0.1 (Integer Programming Problem). Given a polytope P = {x € R" | Az < b} where A €
Qm*™ b e Q™, determine if P contains an integer point.

Theorem 5.0.2. Integer Programming (IP) problem is NPComplete.

Proof. It is clearly in NP: given an integer point we can check if it lies in P by checking if it satisfies all
the inequalities. We will now reduce 3-SAT to IP.

For a given 3-SAT instance over the variables {x;};c[,) we will construct an IP instance with the same
variables. We first impose the inequalities Vi € [n] : 0 < z; < 1 in the IP instance. Then we convert each
clause C; into an inequality constraint as follows. Add up each variable z; appearing in C};, and add up
(1 — z;) each negation 7; appearing in the clause, and require that the sum is > 1. For example, given
a clause z; V z; V Ty, define an inequality constraint as x; + z; + (1 — ;) > 1 in the IP instance. This
completes the reduction. We now show that this is correct.

Suppose the 3-SAT instance has a solution (a {0, 1} assignment). Clearly, the same assignment will satisfy
the IP instance (notice that at least one assignment in each clause will be 1, and hence each inequality
will be satisfied.) This point is clearly an integer point. Thus, if the 3-SAT instance has a solution, the IP
instance has a solution.

Now suppose the 3-SAT instance has no solution. This means that there is no {0, 1} assignment that sat-
isfies the constraints. Clearly in this case there is no integer point that satisfies the constraints. Suppose
for contradiction that there was. Since the z; in the IP instance are integers, they must be 0 or 1 due to
the constraint 0 < x; < 1. Then the same variables would satisfy the 3-SAT instance (sum being at least
one).

Hence the 3-SAT instance has a solution iff the IP instance has a solution, and the reduction is obviously
poly time. O

51 IP € O(n°™)

We will now show a O(n®™) time algorithm for integer programming in n varibales. We use the fol-
lowing result without proof.

This chapter is based on lectures 8 and 9.
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Lemma 5.1.1 (Algorithmic John Ellipsoids). Given a polytope P, one can efficiently compute an Ellipsoid E
suchthat E C P C o3 E. Equivalently, one can find a linear transformation T, a vector p, and a radius r such
that B(p,r) C T(P) C B(p, R), where R = 2n?r.

Here B(p,r) is a ¢ ball of radius r centered at p. We want to determine if P N Z" is empty, which is
equivalent to determining if 7'(P) N T'(Z") is empty. Notice that T'(Z") is the lattice generated by the
basis corresponding to the linear transformation 7. Let B = {by, ..., b, } be the basis for T(Z") = L(B).

It is easy to see that if CVP(L,p) < r then £ N T(P) is non-empty and if CVP(L, p) > R then it is empty.
Let B be a KZ basis (definition 4.2.1) of the lattice. This can be computed in 2" time. Let ¢ be such that

e
bi

= max; Hg;‘ ‘ Now consider the following two cases:

—

Case 1: r > @ - ||bF ’ Recall from eq. (3.2.1) given a lattice £ and a target ¢, one can always find

7
1
2\ 2
) <

< r. Therefore, we can always find a lattice point x € B(p,r) C T(P). So P

—

b

-

b

1
2\ 2
a lattice point ¥ € £ such that dist(7,7) < 1 <Z?:1 ) . Here we have that ; (Z?zl

2)%_4

3|5 b
contains an integer vector.
Case 2: r < 4 . ’ 5;“ ’ This tells us that g;" > %, and we learn something about this lattice. We will
make use of this structure to bound the number of relevant vectors. We decompose the lattice £ into a
union of lattice shifts

L= U E(gl,gg,...,gi_l)—i—ijgj
(TiyeeesTn )EZN L Jj=t
Suppose i € T(P) C B(p,R), and letj = 377, a:jgj. We will fix the coefficients zy, ..., z;, then recurse
into the sublattice 5(51, ce l;i,l). Suppose that for some j we have fixed the coordinates xy, ...,z 1.
Then we can get the following bound on the possible z;:
R=||g—p

> Hprojection of ¥ — p'onto E;% H

bka g 'z b -,
e 3 (w2 B
2\ G5 ) )
= |z; +c|- ||bF
for some constant ¢ determined by x;41,...,z,. So there are at most ﬁ + 1 possible values of ;. We
J
then bound this:
R omir ™ Hb:
b; b} b}
Hence there are at most
2n? ||b; 3n? ||b
- 1< —0
% b5
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choices for z;.

Let £; be the usual: projection of £ onto span(l;;*, ..., b%). So by definition of KZ basis we have 5;" =
A1(L;). We can now bound the total number of choices for z;, ..., x,:
n 3n? b
Total choices < —
i=i||b
» A (E,)n—i—I—l
o 2\n—i+1 M1\~
= (3n) det(Zy)
< (B (n—i41) e (by Minkowski’s Theorem)
< (3n)g(n—z+1)
Hence if we let T'(n) be the total number of choices for z1, . .., z,, we have T'(n) < (Sn)g(”_”l) - T(i—1)
by recursing into the lattice £(b1, ..., b;—1) to compute the number of choices for z1,...,z;_;. It’s easy to

see that this implies that 7'(n) < n3m+o(™ 5o we can solve IP in O(n®™) by enumerating these vectors
and checking if they lie in T'(P).
5.2 Integer Programming in Polynomial Time in Total Regime

5.2.1 1-dimension: Unbounded Subset Sum

Definition 5.2.1. In the Unbounded Subset Sum (USS) problem, we are given n distinct positive integers a; <

. < ay and a target positive integer b with ged(ay,...,an) | b. The task is to find non-negative integers
x1,...,Ty such that
2101+ -+ Tna, = b, (5.2.1)
whenever such an n-tuple (z1,...,z,) € Z%, exists.

The decision version of the problem is a variant of integer Knapsack, which is well known to be NP-
complete, making USS NP-hard. The following existence result is due to Erd6s and Graham [EG72] and
Dixmier [Dix90]:

Theorem 5.2.2. The USS instance (a1, . . ., an, b) has a solution if gcd(ay, ..., an) divides b and b > “22n=t,

Example 5.2.3. We give an example illustrating the tightness of the condition b > “"=L. Let n = 2, and

ay < ag are co-prime. Tnke
Anan—1

n—1"

b=ajas —a; —as < ajay = (5.2.2)

Seeking contradiction, suppose there exists non-negative solution x1, xo such that b = xy1ay + x2a2. Then we have
—ag = w202 (mod ay). Since a; and as are coprime, we have a2_1 (mod ay) exists, and so xo = —1 (mod ay).
Since x5 is non-negative, we have xo > ay — 1. Using a similar argument, we have also x1 > as — 1. But then we
have

r1aq + roao Z (CLQ — 1)&1 + (a1 — 1)&2 = 2&1(12 —a]p —az >ajay —ap —as = b, (523)

which is a contradiction.
We now give a corresponding algorithmic result:

Theorem 5.2.4. There is an algorithm that finds solutions (x1, ..., x,) for the USS instance (a1, ..., an,b) if

48



e gcd(ay, ..., an) divides b
o b> UM foralli=2,...,n

Proof. We assume without loss of generality that gcd(ay, ..., a,) = 1 since this is equivalent to finding a
solution to the instance

a1 an b >
- 5.2.4
(gcd(al,...,an)’ "ged(ay, ... an) ged(ay, ... an)/ (524)
where the assumption is still valid since b > “*= implies
b a;a5—1 a;Q;—1 gcd(afi... an) gcd(zlr..l. an)

- > _ o ) (505
ng<a17 Tty an) N (Z - 1)ng(CL17 M 7a7’b) N (Z - 1)ng(a17 e 7an)2 (Z - 1) ( )

Let d = ged(ay, ..., ap—1). The algorithm recurses as follows:

e If n =1, then we pick z; = b/a;, which exists since a; = gcd(a;) divides b.

* Setz, =a,'b (mod d), i.e., the unique integer in {0, 1, ...,d — 1} such that d divides b — z,a,,.

a an—1 b—xpa
e Recurse on instance (i, el ”d L #) to obtain (z1,...,z,_1).
Note that in the second step, a,! (mod d) exists because ged(d,a,) = ged(ay,...,a,) = 1, ie., d is

relatively prime to a,,. We now prove the correctness of the algorithm by induction on the n. The base
case n = 1 holds trivially. For the induction step, it is sufficient to prove

b < (b—zpan)/d

2.
a; - ai—1 ai/d-ai,l/d (5 6)
since this implies
b— Tnan . G; Gi—1 b % - algl‘ .
RS . > foralli=2,...n—1 5.2.7
d —d d a;-ai—1 t1—1 oratt ’ " ’ ( )
and so the instance (C;l, R a%;’ b_‘;"an> in the recursive step has a solution (z1,...,z,-1) by the

induction hypothesis. We now prove (5.2.6), which holds if and only if b < (b — x,,a,)d, if and only if
Tp(and) < (d —1)b. (5.2.8)

Since z,, € {0,1,...,d — 1}, it is sufficient to prove that a,,d < b. Note that since a,,_1, ..., a; are distinct
positive integer multiples of d, and a,,—1 > ... > a1, we have a,—1 > d(n — 1). It follows that

AnQn—1

and < <b (5.2.9)

n—1

as desired. ]
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5.2.2 Integer Linear Programming with Equalities

Definition 5.2.5. In the Integer Linear Programming (ILP) problem, we are given n distinct vectors dy, . .., d, €
74 and a target vector b € Z2. The task is to find non-negative integers x1, . . ., x,, such that

T1d@1 + - + Tndn < b, (5.2.10)
whenever such an n-tuple (1, ..., x,) € Z2 exists. By denoting A = [dy, ..., d@,] € Z%*", the ILP problem can

equivalently be stated as finding ¥ € 72, such that AT < b.

Definition 5.2.6. In the Integer Linear Programming with Equalities (ILPE) problem, we are given n distinct

vectors @y, . . ., @, € Z% and a target vector b € Z%. The task is to find non-negative integers 1, . . . , x,, such that
T1d@1 + - + Tndn = b, (5.2.11)
whenever such an n-tuple (x1, ..., r,) € Z% exists. By denoting A = [dy,...,d,] € 74", the ILPE problem

can equivalently be stated as finding ¥ € 72, such that AT = b.
Remark 5.2.7. Notice that the two variants of ILP mentioned above are computationally equivalent.

* AnILPE Ax = bwith d equality constraints can be reduced to an ILP with 2d inequality constraints Az < b
and —Ax < —b.

* An ILP with d inequality constraints on n variables x = (x1, . .., zy) given by Ax < b can be reduced to an
ILP with d equality constraints on n + d variables (z,y) = (z1,...,Zn, Y1, ..., Yq) iven by Az +y = b.

Remark 5.2.8. Since ILPE problem can be interpreted as a generalization of USS problem, it is natural to consider
how to generalize the two sufficient conditions in Theorem 5.2.4. For the condition gcd divides b, we generalize

ittob e L(ay,...,d,). However, an example below shows that the condition b being sufficiently large cannot be
generalized to b being sufficiently large. Consider

. 1 _ 1 - [M

[ ao[], o[ 52

for some integer M. Since 3d; — 2dz = [1,0] and dy — d; = [0, 1], we have be L(dy,ds) = Zo. However, there

is no nonnegative integers x1, xo satisfying x1dy + xods = 5, no matter how large M is.

Remark 5.2.9. We will assume that A is a rank d matrix. This is without loss of generality, since if A has
rank d' < d, then we can use Gaussian elimination to find a subset of d’ linearly independent rows that forms a
matrix A’ € 24*". Taking b € Z to be b restricted to the same rows, it suffices to find a solution to A'% =
b'. Furthermore, we will assume that di,...,dq are linearly independent, i.e., the first d columns are linearly
independent, which can be achieved by appropriately permuting the columns.

-,

Theorem 5.2.10. Algorithm 9 finds solutions (z1, ..., xy,) for the ILPE instance (@, . .., dp, b) if the following
conditions hold:

° qi,...,0q € Z%are linearly independent;
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* there exist y1,...,Yn € R>g such that

n d
Y yidi=b and yi,...,yq> (n—d) (max ||ai||> : (5.2.13)
—1 1<i<n
Proof. We firstshow that )" | z;d; = 5, where z; is as defined in Line 14. By our assumption, y1,...,y, €
R>¢ satisfying constraints (5.2.13) can be found in Line 1. Let
n
V=b-> |yild; (5.2.14)
i=1
be as defined in Line 5, and let 7, |, 7, ..., 7, be the non-negative integers found Line 10. We will
show in Lemma 5.2.11 a polynomial time procedure to find 27, ,,, 27, ..., 2}, satisfying (5.2.16), but we

do not directly use this property in this proof. Finally, let 2/, . .., /, be the numbers found in Line 12. By
Lines 14 and 5 and (5.2.17), we have

n
—

zn: vid; =y (lyi] +2f) @ = Zn:Lyij @i + zn: wjd; = (b - 6’) +0 =b. (5.2.15)
i=1 =1 =1

i=1

To ensure that z; = |y; | + 2} is a non-negative integer for each ¢ = 1,...n, it is sufficient to establish that

i, ..., o) are all integers and '}, ..., 2/, > —(n — d) (maxi<;<y [|@)%. The proof for these properties is
deferred to Lemma 5.2.12. The proof uses the guarantee that 7, |, x,,..., 2, satisfy (5.2.16) - see the
second last inequality in (5.2.29). O

Lemma 5.2.11. There exists a polynomial time algorithm that finds x;, |, x;,, ..., xy,, satisfying (5.2.16).

Proof. We prove this claim by induction. For the base case k = n + 1,! we take z/,,; = 0 and we have

o =3 T = v € L(a,...,d,). Fix an arbitrary positive integer k € {d + 1,...,n}. Suppose we
have found an zj_ , satisfying condition (5.2.16) for i = k + 1. Specifically, we have
W= = Y ahd; € L(@, ..., a@). (5.2.18)
j=k+1

To finish the induction step, we need to find an zj, € Z>( such that

:13;g € {0,1,...,Vk_1 — 1} and zﬁ/—x;c_ik S £(d‘1,...,6k_1). (5.2.19)
We first find a lattice basis B = [b,...,bq] € Z%? of L(dy,...,d_1) using any polynomial-time al-
gorithm such as the LLL algorithm. Note that B is invertible and by Lecture 1, we have det(B) =

det(Lr_1) = Vi_1. Since &’ € L(dy, ..., d), there must exist some v € Z such that
W —yay € L(@1, ..., Tx—1). (5.2.20)

Since B is a lattice basis of £(dy,...,dr—1), we have
dj(B

B7Y( — ~dy) = Zeég B; (@ — @) € Z¢ = adj(B)(@ — dx) € Z% det(B), (5.2.21)

We use @+, only for the sake of induction, it has no other uses in the algorithm.
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Algorithm 9 ILPE solver

—_
IS

11:
12:

13:
14:
15:

Input: @1, ..., d, € Z? and a target vector be 74
Output: z1,..., 2, € Z>¢ satisfying z1a1 + - - - + z,d, = b.

Find yi, ..., yn € R>¢ satisfying constraints (5.2.13) using an LP solver, which can be found in poly(n)

time.
fori=1tondo
Set z; = Yi — Lle S [0, 1)
end for
Set g’ = Z?:l 2 = g— Z?:l Lle a;.
fori=ntod+1do
Let £; = L(ai,...,a;) and set V; = det(L;).
end for
fori=n-+1tod+1do
Find #/ such that

n
1326{0,1,...,‘/%,1—1} and 5’—Zm;a_}€£(61,...,6i,1)
Jj=t

end for
Use Gaussian elimination to find #/, . .., 2/, such that

fori=1tondo
Setx; = |y;| +
end for

(5.2.16)

(5.2.17)
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i.e., each entry of adj(B) (W’ — vdy) is a multiple of det(B) = Vj;_;. Since @’ and ~dj, are integer vectors,
this gives us d modular equations of the form

a1 =yB1  (mod Vi_1)
: (5.2.22)
(%] E")/ﬁd (mod kal)

where «; and f3; are the i-th coordinates of adj(B)w’ and adj(B)d, respectively. This implies that ged(8;, Vi—1)
divides «;. Therefore, we can divide «;, 5;, and Vj,_; by ged(8;, Vi—1) to obtain

o) =1 (mod v})

(5.2.23)
ag =yPy  (mod vg)
where each v} is a factor of V;,_1, and S/ and v} are coprime. This gives
y=F"o;  (mod o)),
: (5.2.24)
v =Py g (mod vy)
This gives exactly one solution v modulo lem(vy,...,v)), ie, v € {0,1,...,lem(v],...,v}) — 1} which
can be found using Chinese Remainder Theorem. By picking z} = v < lem(v],...,v)) =1 < Vg — 1,
we see that ) satisfies (5.2.19) as desired. O
Lemma 5.2.12. Let x',..., !, be the numbers found in Line 12. For each i = 1,...,d, we have x; € Z and
7} > —(n - d) (maxi<i<n [|;])”.
Proof. Write
n d n
b=b = Y afd = mdi+ Y (2 — )i (5.2.25)
j=d+1 i=1 j=d+1
By Lemma 5.2.11, we have b* € £(d@, ..., dy). Since @y, . . ., @ are linearly independent, there is a unique
(z},...,2);) € R?such that
d
b= ajd;. (5.2.26)
i=1
We have (21, ...,2),) € Z% since b* € L(ay,...,dq). Furthermore, it is straightforward to compute
(x},...,2);) using Gaussian elimination. It remains to prove that ; > —(n — d) (maxi<i<n, l|@;|)* for
i =1,...,d. By symmetry, it is sufficient to prove that 2/, > —(n — d) (maxi<i<q4 [EADS
We will make use of the following equation
d n
Z($; - zl)c_iz = Z (Zj - x;)aj, (5.2.27)
i=1 j=d+1
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which can be obtained by combining (5.2.25) and (5.2.26). Let the projection of @y orthogonal to @y, . . ., dg—1
to be G4, and let 75, (u) be the projection of any vector u € R? in the direction of a;. We now project both
sides of (5.2.27) in the direction of a4. On the LHS, we obtain

d
- . V.
Mg <Z(9€2 - Zi)%) H = |oy — zqlllaqll = |2} — 24l Vddf (5.2.28)
i=1 .
where the first equality follows from a4 being orthogonal to a1, . . . , @41, and the second equality follows

from properties of lattice determinant: det(Ly) = det(L4_1)|aq|. On the RHS, we obtain

n n
Taa | D (G —ah)d; ||| < | D (5 —2))d;
j=d+1 j=d+1
n
< > |Gz —=)a
j=d+1
. (5.2.29)
< L /4 - Lo
< > Jo -l (o i)
j=d+1
n
< . s
< > Vi (g )
j=d+1
< _ 7
< (n—a)Va ( mas ] ).

where the second last inequality follows from 2, € {0,1,...V;—1 — 1} forj > d + 1and z; € [0,1), and
the last inequality follows from £(dy, ..., d;—1) is a superlattice of £(d1, ..., dq) for each j > d+ 1, which
implies V;_1 = det(L£;_1) < det(Ly) = Vy. Combining (5.2.27)—(5.2.29), we have

d
o < _ 7. < _ 7.
= zal < (n =) (ae il ) Vs < (0 — ) (ma Jai]) (5.2:30)
d—1 d—1
where the last inequality follows from det(L4—1) < H ;|| < (lrga<x H&,H) . Since z4 > 0, we have
i=1 ==
!, > —(n — d) (max;<;<q ||@]|)? as desired. O

5.3 Lower bound for the Sufficient Condition

We showed a sufficient condition under which an ILPE instance has a solution that can be computed in
polynomial time. We now show that the condition is almost tight.

Theorem 5.3.1. For any d > 2, there exists @1, . . .,dqy1 € 74, and b € Z% such that b € L(ay, . .., dq) and
there exist yi, ..., Ya+1 € R>q satisfying

diya. =b and Yd > (maxi <i<as [|il)* (5.3.1)
i P = DY ‘ .
3 e 201/d ’

but there do not exist non-negative integers x1, ..., xq+1 € ZL>o satisfying Z;i;l z;d; = b.
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Proof. By [HB88], there exists ¢ > 5 such that there are at least d distinct primes between cd? and cd?(1 —
1/d). Let p1, ..., pq be d distinct primes between cd® — cd and cd? and P = p; - - - pg. Then we have

P
A = max p; € (cd®>—cd,cd®], p; > cd*—cd=cd*(1-1/d) > A(1-1/d) and — > A O 0

1<i<d Di
(5.3.2)
and for each i € {1,...d}. Also, let pg11 be a prime such that
A A
— < < —. 5.3.3
N Pa+1 < 7 (5.3.3)
Leta, fori=1,...,d, and let d4;1, and let b be defined as follows:
P1 0 Pd+1 P1 D2 Pdrl — P1 — Pd+1 pay1(P —1) —m
. 0 . ol . Par1| - |P1 P2 Pdr1 — D2 — Pdt1 Pa+1(P —1) —po
a] = . yoeey Qg = . y Ad+1 = . 7b: . = .
0 d d+1 1°P2° " Pd+1 — Pd — Pd+1 d+1(P —1) —pg
(5.3.4)

Note that we have ||d@;|| < A for each i € [d + 1].
We first show that b € L(ay, ..., dg41) by showing that L(ay,...,a4:1) = Z% To see this, consider any
vector ¢ = (c1,...,¢cq) € Z% By the Chinese Remainder Theorem, there is a unique integer v441 €
{0,1,..., P — 1} such that for each i € {1,...,d}

Vi1 = p;ilcz- (mod p;). (5.3.5)

This implies ¢; — pi+174+1 is an integer multiple of p;. By letting

N = Ci 7 Pd+17d+1 Z, (5.3.6)
bi
we have
d+1 d_. S Da+1 d
L i — Pd+17d = . S
Z%ﬂz’ = Z Z—Mpiei +Y | | = Z i€ = C. (5.3.7)
i=1 i=1 pi Daii i=1
Next, we show that there exist large real y1, . .., y4+1 € R> satisfying (5.3.1) Let y441 = g, and
P d d P
Yi=DPd+1- 5 —1— Par1 _ Part (* - 1) -1 (5.3.8)
2p; Di pi \2

for 1 <i < d. Then Zfﬂl y;d@; = b. Furthermore, for all i € [d], using (5.3.8), (5.3.3), (5.3.2)

A AL —1/d)% ! A
;> . -1—-— 5.39
Y 2Vd 2 Vd(cd? — cd) (5.39)
Ad
—9 5.3.10
Ad
—, 5.3.11
Z ova ( )

where we use the fact that for d > 2, we have (1 — 1/d)?"! > 1 and A > ¢d® — ¢d > 5d* — 5d > 10.
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It remains to show that there does not exist non-negative integers x1, ..., z4+1 such that

] P1 0 Pd+1 pay1(P—1) —m
+1 0 0 Dd+1 Pa+1(P —1) —po .
Z ridg=a1 | |+ Fxg| . | Fxa | . | = . =b. (5.3.12)
pa : : : :
0 d d+1 a+1(P —1) — pg

Seeking contradiction, suppose there exist non-negative integers satisfying (5.3.12). Then, we must have

TiPi + Tay1Pdy1 = PPar1 — Pi — Par1 = (P1- - Pa)Pd+1 — Pi — Pd+1, (5.3.13)
for each i = 1,...,d, which implies that x44; = —1 (mod p;) for all i € [d]. By Chinese Remainder
Theorem, this implies 2411 = —1 (mod P). Since x4 is non-negative, we must have z44; > P — 1. This

implies that for 1 <7 <,

zip; = Ppas1 — Di — Pa+1 — Ta+1Pd+1 < Ppat1 — pi — pat1 — (P — 1)pay1 = —pi <0, (5.3.14)

which is a contradiction. O
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Chapter 6

Lattice Based Cryptography

In this chapter, we explore two related problems which are used in cryptography. The proofs of their
average-case hardness will be deferred to the next chapter.

Average-Case Hardness vs Worst-Case Hardness. Recall the RSA cryptosystem: two humongous primes
p and g are chosen in secret; their product NV := pq is published as a public key. The security of RSA stems
from the believed difficulty in factoring large numbers. In this case, even though NV is known to the pub-
lic, p and g are difficult to obtain. We do not go into the details for how RSA works, but the paradigm is
that some problem is believed to be hard, and based on this belief, we design cryptosystems.

One key point to note is that we not only need the worst-case hardness of a problem: if we view the
generation of a problem instance as sampling from some distribution of problems, we need that the
average instance coming from this distribution is hard, not just the worst-case. Ergo, we cannot directly
build cryptosystems from worst-case hardness; we need the hardness of the average case, with respect
to some distribution. For some lattice problems, we can find nice average case instance distribution D
such that

e Itis as hard as a worst-case problem; and

e Itis “useful”, say in cryptography.

6.1 Learning with Errors

For a set S, denote by v < S an element sampled uniformly at random from S. For a distribution D,
denote by v < D a sample from the distribution. Also, by writing &, we mean 7 to be column vector.
Consider the following problem.

Definition 6.1.1 (Learning With Errors (LWE) [Reg05]). Let q be a fixed large prime. Let 5 € Zj, be a secret, and
€1, .-, em € Zbe (small) unknown errors. Now given di, . . ., Gy € Zy, as well as the values (@;, 5) +e; (mod q)
foreach 1 <i <m, find 5.

Remark 6.1.2. LWE is easy without errors using: Gaussian Elimination.

In the above problem, view the d; as uniformly sampled from Zj, i.e. @ < Zj; and view the e; as samples
from a distribution x on Z which outputs integers of small magnitude, e.g. uniform on {—B,—-B +
1,...,B —1, B}, where B < g; or a discrete Gaussian with standard deviation o < q.

This chapter is based on lecture 10.
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We can stack the row vectors c?;— into a matrix AT, and the errors into a vector €, and then rewrite the
instance compactly as

€1

T ‘ em
m S——

|
1S
|
o

And now given AT, AT3+ ¢ find 3.

The problem comes with parameters for which we have not decided their scale. For concreteness, think
of ¢ as a large prime in the order of n*; m polynomially small in n, say O(n?); and |e;| < -% with high
probability.

LWE as a lattice problem. We can view LWE as a lattice problem using the following formulation: Con-
sider the lattice £ spanned by the columns of the block matrix [A”  ¢I,,,]. The motivation behind adding
the ¢I,,, matrix is to capture the component wise modulus (mod ¢) operation. Now, if €'is small enough,
then 5'is the first n entries in the coefficient vector of the closest vector to AT5 + & (mod ¢) in L.

Before we use the LWE problem to build cryptographic primitives, let’s explore an adjacent problem.

6.2 Short Integer Solution

Definition 6.2.1 (Short Integer Solution (SIS) [Ajt96]). Suppose given A € Zy*™ and b e Zy, find short
& € 2 such that AZ = b (mod q).

“Short” can take on the following definitions:
1. ee {0,1}™;
2.¢e{-B,-B+1,...,B—1,B}™ forsome B < g¢; or
3. €in a Euclidean ball of small radius centered on the origin.
For now, let’s take A ngm and use the second definition of “short” from above.

Remark 6.2.2. If we do not insist that the solution needs to be short, the problem is trivial via Gaussian Elimina-
tion.

Definition 6.2.3 (Total Problems). A worst-case computational search problem is total if a solution always
exists. An average-case computational search problem is total if a solution exists with high probability.

Theorem 6.2.4. IfI; = 0and (B +1)™ > " then SIS is total in the worst case.

Proof. Forany 2z € {0,1,..., B}, note that Az (mod ¢) € Zy; if (B + 1)™ > ¢", by pigeonhole principle,
A cannot be injective so we may find 21, 25 € {0, 1,..., B}™ such that A(Z} — 22) = 0. Theneée:= 2} — 25 €
{-B,...,B}™is asolution to SIS. O

Theorem 6.2.5. If b+ Zy and (2B + 1)™ > q", then SIS is total in the average case. That is, a solution exists
with high probability.
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Proof Sketch. For any A € ngm, define h4 : Ly — Ly by Z +— AZ. Recall that {hA A€ ngm} forms a
universal hash family. In particular, we are hashing (2B+1)™ items into ¢" buckets; with high probability
there will be no empty buckets, i.e. a randomly selected be Zg is the image of some element in Z;" under

A. O
On the other hand, if m < 71‘01;%3‘1 , then with high probability there is no solution for a random b. However,
we can still plant a solution by sampling a secret & < {—B, ..., B}™ and taking b = A¢.

6.3 Cryptomania

Recall that the SIS problem is of the form: given A, b, find & such that A¢ = b. We can also rewrite LWE

similarly: Given AT € Z"*™ and i := AT 5 + €, define At € Z" ™ 16 be a full rank matrix such that

AL AT =0 (mod q). In our setting, we can view A" as a random matrix. We can now write
Atg=At(AT5+8) = Ate
which is equivalent to SIS with b= At y. With that, we have the following remarks:
1. Planted SIS is the same as LWE;

2. The difference between SIS and LWE is mainly whether we are in the “planted” setting or in the
“total” setting;

3. Algorithmically, based on our current knowledge, the “planted” setting and “total” setting are kind
of similar;

4. Cryptographically, applications differ: SIS gives us minicrypt (one way functions, collision-resistant
hash functions, symmetric key encryption, etc), while LWE gives cryptomania (public key encryp-
tion, fully homomorphic encryption etc.).

Theorem 6.3.1. We can build a collision-resistant hash function from SIS.

Proof. We have an SIS instance (A, b, ). Letm > Tfolg%q. For 7 € {0, ..., B}™, define h4 (%) := Ab (mod ).

Then finding distinct 23, Z> € {0,...,B}™ such that hy(21) = ha(%2) is equivalent to finding € €
{=B,...B}" such that A¢ = 0 (mod q). O
Remark 6.3.2. One can build the following from collision-resistant hash functions:

1. One-way functions;

2. Symmetric key encryption;

3. Digital signatures.
Theorem 6.3.3. We can build public key encryption from LWE.
Proof. We can construct a protocol achieving the following;:

1. Key Generation: produce a public key p; and a secret key si;

2. Encryption: given a message a and the public key p;, we need to define ¢ = Enc(m, py);
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3. Decryption: given an encrypted c and the secret key s;, we need to define a* = Dec(c, si);
4. Correctness: we need Dec(Enc(a, pi), si) = a with probability 1 or with high probability;

5. Security: for any a # o/, we need Enc(a, p;) ~ Enc(d/, py).

We will use the following decision variant of LWE, which has been shown to be as hard as the search
variant by Regev [Reg05].

Definition 6.3.4 (Decision-LWE). Distinguish between the following distributions
o (AT, A5+ &) where AT « Z7" and € < x; and
o (AT,b) where AT < Z" and b  Z7.
Theorem 6.3.5 (Regev, 2005 [Reg05]). Search-LWE is equivalent to Decision-LWE.
We now construct the required components, using an instance of LWE, (AT, e) chosen as in the above
definition, where ¢; < 1 with high probability.
1. Key Generation: Take the secret key s = § € Zj, sampled uniformly. The public key will be the
LWE input, p, = (A", %) where § := AT5+ €.

2. Encryption: for simplicity, we describe only the encoding of a € {0,1}. Sample 7 < {0,1}"™ and
define Enc(a) := (FT AT, 7§+ al4]).
Concretely, if we define 7 := T AT, we see that ¥/ is just the sum of a random subset of rows of AT,
which looks like a random vector. On the other hand, 7' = 7' (AT5+ &) = 775+ 7' &, where 7' &
is small because 7"is a binary vector and €'is small.

With this notation, we now have
Enc(0) = (FT AT, 7)) = (4,754 7' @)
Enc(1) = (FTAT, 75+ |3]) = (0.5 5+ 7 &+ [)).

3. Decryption: check if ’FTAT §— (7T §+all)) | is close to 0 or close to | 4]. If it is the first case, output
0; otherwise output 1. To see why this works, simply substitute:

(fTATg— 7 — ang -

4. Correctness is guaranteed with high probability, since a solution was “planted” initially.

5. Security: By decision LWE assumption, (, v+ e) looks like (¥, b), where b is uniform on Z,. Also,
(0,77 5+e+|2]) = (7,b+ | 1]) = (¥,b) as well. So being able to figure out a is equivalent to solving
decision LWE.

The above protocol can easily be extended to work on longer messages.
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Chapter 7

Average Case Hardness of SIS

We introduced SIS and LWE in the previous lecture, and we discussed that these problems show the
much desired property of average case hardness which make them useful in constructing cryptographic
schemes. By reducing some (believed to be) worst-case lattice problems, such as CVP, SVP and SIVP,
to SIS or LWE in the average case, we demonstrate the average-case hardness of SIS and LWE. In this
lecture, we show a reduction from worst-case SIVP to average-case SIS. This reduction was originally
shown by Ajtai [Ajt96], but we follow the reduction from the work of Micciancio and Regev [MR04].
Recall the definition of SIVP and SIS.

Definition 7.0.1 (SIVP,). Given a basis B € 7Z™*", find a set of n linearly independent vectors in L(B) each of
length at most Y\, (L(B)).

Definition 7.0.2 (SIS). Given A € Zy*™, find a short vector € € Z™, where Vi € [m], |e;| < B for a small
constant B such that A€ =0 (mod p).

We present a reduction R such that
B A Zy<™,

where B € Z"*" is an instance of SIVP,, and A is uniformly distributed over Z;*™. For any instance
B, the reduction R appends some randomness to B and turns it into a uniform distribution. Although
the reduction always produces a uniform distribution, the randomness generated by R helps us recover
the short vector of £(B) from the solution of the SIS instance. We begin by introducing the notion of a
distribution on the lattice vectors.

7.1 Discrete Gaussian Distribution

The probability density function (PDF) of Gaussian distribution over R with zero mean and parameter s
is

— = —mx?/s?
ps(z) : S€
This can be generalized to R™ as the PDF
= 1 —7r(332+x2+--~+332)/52 1 —r||&]|? /52
ps(Z) == —e 12 n = —e . (7.1.1)
s s

This chapter is based on lecture 11.
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Remark 7.1.1. Note that a centered (at 0) Gaussian distribution has the following properties (easy exercise).

1. It is directionally invariant (the function depends on the length of the vector, and is independent of the
direction).

2. The expected length of vectors sampled according p is s\/n.

We can extend this notion to a discrete Gaussian distribution D/ ; over a lattice £ with parameter s. For
a set S of vectors, we define p(S) := > . g p(Z). Then the discrete Gaussian distribution is defined as
follows.

(7.1.2)

where p is as defined in eq. (7.1.1).

7.1.1 Expected length of lattice vectors sampled from the Discrete Gaussian

It is an easy exercise to show the expected length of vectors sampled from a Gaussian distribution over
R™. What about the expected length of lattice vectors sampled from the discrete Gaussian distribution?
In this section, we wish to give an informal exposition of this result. We first wish to study the number
of vectors of a particular length in the lattice. Let R be a real number larger than 1. Denote the number
of lattice vectors of length at most R\ (£) by N. To bound N, consider Euclidean balls of radius A\ (£)/2
around all lattice vectors of length at most RA;(L£). Such balls do not overlap. The volume of each ball is
proportional to A\;(£)/2)"V;,, where V,, is the volume of a ball of unit radius. The total volume of these
N balls is N(A\(£)/2)"V,,. Consider also another ball of radius R\ (L) + A1 (L) /2, centered at the origin.
This picture looks like fig. 7.1. By construction, these smaller balls around the lattice points are contained
in the larger ball.

Figure 7.1: A ball covering all lattice vectors of length at most RA;.
Therefore, we have
3) s (m)
= < i
N < 5 Vo < | R+ > ATVa

= N<(2R+1)".

We note that this is only an informal description of the result. For a complete description, see notes on Fourier analysis
from [Reg04], or [MR04]
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Now consider the case when R is very large, say R\ (L) > A\, (L£). Draw the fundamental parallelepiped
shifted by lattice vectors with length at most RA\;(£). Similarly, they do not intersect, and they are
(almost) covered by the ball centered at 0 of radius RA; (L) illustrated in Figure 7.2. Because RA;(L) >
An(£), many such parallelipipeds will be contained in this ball.

Figure 7.2: A ball covering parallelepipeds shifted by lattice vectors of length at most R\, when
RA (L) > A\ (L).

Using a similar argument as before, it can be shown that

n 1+o(1)
= ()

wol(T) (7.1.3)

Thus, number of lattice vectors up to a particular length R is proportional to R". Observe that the total
Gaussian mass of all the vectors of a particular length is equal to the product of the mass and the number
of such vectors. In the remainder of this subsection, suppose that s > n\,,(£). In this parameter regime,
the discrete Gaussian distribution looks like a continuous Gaussian distribution. As an example, the mass
of lattice vectors looks as in table 7.1.

Length of Vector | No. of vectors | Mass of 1 vector Total mass
s C(s) e~/ = o= C(s)e ™
10s C(S)]_On 6—71'10052/52 — 1007 10n0(8)6—1007r
\/ns C(s)n"™/? e~ ™ C(s)n™/2e-™
10\/ﬁs C(S)nn/210n e—100mn C(S)nn/210n6—1007rn

Table 7.1: Total mass of lattice vectors of a particular length.

Note that, e™™ < 1071007 < pn/2g=mn ~ pn/21(gne=100mn  Thig reveals that the mass is concentrated
somewhere between the vectors of length s\/n and 10sy/n. The key is to observe that as R increases,
even though the number of vectors grows much larger, the mass of each vectors gets smaller much
faster. Hence, the mass of the lattice is roughly

ps(L)~ ) pa(@).
reL,
sv/n<||#||<10sy/n
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Now for some ¢ € R", consider the mass of £ + £. Note that for any t € R™, we can efficiently find a
shift vector ¢ € ¢ + £ such that Ht_' H < n\, < s. This can be done by shifting it to one corner of the
fundamental parallelepiped, as the total mass remains the same. Since ¢ + £ = 7’ + £, we have

D e D DR CEL D DR Gl
7eL, ZeL, ZeL,
sv/n<||Z]|<10sy/n sv/n<|#]<10sv/n sv/n<||Z]|<10sy/n
Formally the following result can be shown, using some Fourier analysis.

Fact 7.1.2. Say s > \/n\n(L). Forany t € R”, py(t + L) = ps(L)(1 £277).

7.2 Reduction from SIVP to SIS

Micciancio and Regev [MR04] presented a reduction from SIVP¢,35) to SIS, where m = 4n?,
221 < p < 22", (In fact a more careful analysis reveals a reduction from SIVPg(,)). Denote by v,
the continuous Gaussian distribution over R". We will show that, given access to a SIS oracle, repeated
application of algorithm 10 solves SIVP o (,,3.5) with high probability.

Algorithm 10 FINDVECTOR(L)

Input: A lattice L.

Output: v € L : ||7]] < A (L).

: Find an LLL-reduced basis B of £

Choose s € [nAy, 2nA,]

Vi € [m] sample IID &; < v

Vi € [m], let §; = Z; mod P(B) > Note that i, — Z; € L.
Vi € [m], let Z; = |pyi| /p. [See fig. 7.3].

Letd; = B~'Zip € Z7,

Use SIS oracle to find ¢y, ..., ¢ € {—1,0,1} such that > 7" | ¢;d; = 0 (mod p)
return 0 = Y " (T — Ui + Z;)

Before analyzing Algorithm 10, we need to address how we can perform Line 2 of Algorithm 10. In

particular, we need an estimate of A,,(£). Recall that B is LLL reduced, so we know A€ [Mn(L),2" M\ (L)].

This gives a guarantee that a least one of A, %, ce QT% must lie in the range [n\,, 2n)\,]. So we can run

n parallel copies of lines 3 - 8 and return the shortest of these n vectors returned.
Claim 7.2.1. The output of algorithm 10 ¥ is a lattice vector such that || 7] < O(n3>3)\,(L)

Proof. From line 6 of algorithm 10, we know that >, ¢;@; = 0 (mod p). Therefore, ", c;a;/p € Z".
Therefore,

m

m —

= Bai
E Cizi = E C; e L.
=1 =1

p

Moreover, the vector Z; — ¥; is a lattice vector. Therefore, ¥ € L. Since Z;’s are independently chosen from
the continuous Gaussian distribution v, with high probability ||Z;|| < 10y/ns = O(n'®)\,(L). Since
lci| € {0,1}, we have that Y"1 | |c;| ||Z:]] < O(n15)A, (L) - m = O(n3?)A\, (L) (with high probability). To
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illustrate the relation between ¢; and Z;, consider packing the fundamental parallelepiped with smaller
(identically shrunk down) parallelepipeds P’, obtained by dividing each basis vector by p.

Figure 7.3: Divide P(B) into p" subparallelepipeds

That is, P’ := P(b1/p, - .. bn/p). We obtain p" sub-parallelepipeds, and Z; is selected such that ¢; is in the
sub-parallelepiped P’ shifted by Z; as in Figure 7.3. Therefore, ||Z; — 7| is bounded by the diameter of
sub-parallelepiped = diam(P(B))/p. Since B is a LLL-reduced basis, we have diam(P(B)) < 2"\, - n.
Then,

m

. diam(P(B
S e 15 il < TRPED o,
i=1 p
2"\, - 1 - An?
— 22n—1
< An(L).
It follows that ||7]| = |>°1%, ci(@ — i + Z)|| < O(n5)\, (L), with high probability. O

Claim 7.2.2. d;’s as in line 6 of algorithm 10 are uniformly distributed in Z, thus fulfilling the promise of the
SIS oracle.

Proof. We will analyze how ¥ is distributed in P(B). In line 3-4, we pick a Z from continuous Gaussian
and move it by a lattice vector to obtain i. For any ¢ € P(B), the probability of obtaining /is proportional
to ps(y+ L). Since s > nA,, (L), by fact 7.1.2, we know that

ps(G+ L) = ps(L)(1£27").

Crucially, the probability of obtaining any particular is the same. Therefore we have that for any @ € Z
and Z€ PN (L/p),

S " 1 -

Pr[a; = d] = Pr[z; = 2] = ﬁ(l +271),
where @ € Z;. The first equality is due to the fact that there is a one-one correspondence between Z;
and d;. The second equality is due to the fact that there is a one-one correspondence between a sub-

. 1 - . . . . . n
parallelepiped of volume -7 and a Z;. Hence, d; is uniformly distributed in Zj. ]

Note that Algorithm 10 only produces one short lattice vector. However, we want n linearly independent
short lattice vectors. We use the following fact without proof.
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Fact 7.2.3. For any vector space V' of dimension < n — 1, the probability that FINDVECTOR(L) outputs a vector
inVis<0.9.

Crucially, there is a sufficient probability that we land outside any subspace.

Corollary 7.2.4. Based on Fact 7.2.3, after n? times executions of FINDVECTOR(L), we get n linearly indepen-
dent lattice vector ¥;'s such that ||v;]| < O(n>®)\, (L) w.h.p..

This corollary can be proved using Azuma’s inequality.
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Chapter 8

Average Case Hardness of LWE

In this lecture we will discuss the reduction from the worst case bounded distance decoding problem to
the average case learning with errors (LWE) problem, which is the basis for many lattice-based public-key
encryption. This reduction is due to [Reg05], improvements from [Pei08]. We will reduce from a problem
called bounded distance decoding BDD. We begin with an algorithm for sampling from discrete Gaussian
when the parameter s is large.

8.1 DGS when s > max; ||b;]| - 2"

Given a lattice basis B and a parameter s > max; I1b:]| - 2, output samples from the discrete Gaussian

distribution over the lattice Pr[X = &] = £ :((Z))

Algorithm 11 Discrete Gaussian Sampling with Large Width

Input: Basis B of a lattice £ and a parameter s > max; ||b;| - 2"

Output: Point ¥ € £ such that Pr[X = 7] = Z((f?)
1: Sample a vector « from the continuous gaussian distribution of width s.
2: Express o as following: @ =, a;b; for a € R™,
3: Output 7 := ), | i | bs

Clain} 8.1.1. If a random variable X denotes the output of algorithm 11 then Vv € L : Pr[X = v] = ’}S((g)) for
some f.

Proof. We know that for some ¢ € L,

Pr[X =17 x / ps(Z + V)dx. (8.1.1)
ZP(B)

Note that ||#|| < nmax; ||b;||, since it is in the parallepiped. Now consider the ratio

This chapter is based on lecture 12.
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Ul 122 2 (5,8)
i e AT+ T

ps(U+ T) _
p:() T
O [ = P {1 111 .
e s e s? (Assume largest variance)
_ iz 2n'5 max; | |b;] -
L Y (oI < n"® max |[6i] )
11Z]1? L5 -
e (- s > max]|[5] - 2")
K3

[l 7
Note that for e ™ 2, since ”2‘2‘2 < 53, it is a significantly smaller term, we can ignore it and we get
p(UHT) it POV()
Ps ('U) AL
I S poly(n
~ops(T+Z) = ps(0) (1 + 2n( )>

We can now evaluate the earlier integral eq. (8.1.1) as

Pr[X = 9] « / ps(Z + V)dx

ZeP(B)
I
~ ps(V) <1 + R0 yn(n)) / dz
2 7eP(B)
. poly(n)
= ps(V) <1 + on det(L)
Therefore, the discrete Gaussian distribution is exponentially close to the continuous Gaussian distribu-
tion for the chosen parameter s. O

8.2 Bounded Distance Decoding

Bounded distance decoding is a variant of CVP with an additional promise that the target is not too far
from lattice, such that there is a unique solution to the closest vector problem. See Figure 8.1.

Definition 8.2.1 (Bounded Distance Decoding (BDD,,)). Given (0 < a < 1/2), B € Z™*",t € Z" such that
dist(t, L(B) < a\i(L(B)), find the closest vector to t in L(DB).

Figure 8.1: Let @, have distance \;(£). The target is . ¥ is the closest lattice vector to  a distance at
most %/\1(5) away. Thus, £ must have a unique CVP solution: v
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8.3 BDD reduces to LWE

We will be showing reduction from BDD,, with o = 1/poly(n) to LWE. The reduction works as follows
(algorithm 12). As in the previous lecture, the goal is to get the correct distributions over the instances
of LWE.

Algorithm 12 Reduction from BDD to LWE.
Input: BDD instance: B € Z"*™,t = B' & + & € Z", with promise ||€]| < aX(L(B))
Output: LWE instance A € Z;"*" and t=A5+¢.
Pick s > ¢ n - A\, (L(B)*) where g > 22"
foric1l...mdo
Sample ¥; <= D= s > Use algorithm 11
Compute the coefficients @; = (B*)~'%; = B'#; (mod q)
Sample ¢ < N (0, %)
Compute t, = (t,7;) + ¢}
end for
Sample i < Zy
Let? :=¢ + Ay
Output (A,7)

R A U R o A

—_
<

We note that €] could be picked from any other distribution, such that its magnitude satisfies the analysis
of claim 8.3.3 (dominates the already presenting error which comes from the inner product term in line
6 and converts the unknown error distribution into a known one). For correctness, we need to show that
A and ? are uniformly distributed. We recall fact 7.1.2.

Fact 8.3.1. Vs > /n\, (L), € R”

ps(L+¢) = <1 + 21n) ps(L)

Claim 8.3.2. The distribution of d; in line 4 of algorithm 12 is statistically close to the uniform distribution on
A
Proof. d; are the coefficients of o; in £(B*). Note that @, = @ € Z;; <= ¥; € ¢L* + B*d. Therefore,

.- ps(¢L* + B*a)

Prja; =d € Z]] =
[ i q] ZEeZ{; ps(qﬁ* —|—B*5)
(127 (eL)
Z(?eZg (1£27")ps(qL*)

2 1
:@iﬁ)7
q

Claim 8.3.3. The distribution of the errors € is statistically close to normal distribution.

(8 > qnAn(L7) = nA,(¢L"), fact 7.1.2)

Proof. Note that in Line 6, when we calculate 7, the error is (€,7;) + €, since { = BZ + é. Since s is large,
we have ||t;|| < sy/n = qnA,(L*)y/n and ||€]| < aii(L) by the BDD promise.
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(@ v) < [lellllvl]

< qnv/na (L)\, (L)

< qn*°« (using claim 4.1.4)
We can assume o = m is of some sufficient large polynomial for example: a < -k, thus the error from
tis < 5. Since we choose ¢; from a distribution with expected absolute value of -4, the distribution of

the total error (€, ;) + €, is dominated by e;. O
Claim 8.3.4. Finally in algorithm 12, = A&+ & is such that 5 is uniformly distributed over Ly.

Proof. By adding Ay in line 9, where  is uniformly distributed over Zj, we get ! = A(T+79) + &, where
# came from some unknown distribution. Thus, 5= & + ¢ is uniformly distributed. O

Remark 8.3.5. Note that we can retrieve the closest vector (BDD solution) from the LWE output by subtracting
and then mapping the vector back from A to B.

Thus we have reduced an instance of BDD, to a uniformly distributed instance of LWE.

84 GapSVP,,, » Reduces to BDDﬁ

To prove that BDD is indeed a hard problem, we will reduce Ga pSVPQW(n) Jn to BDD : .

~(n)

Definition 8.4.1 (GapSVP,). Given B € R"*™ and d € R, output:
e YESif\(L(B)) <d
e NOif \M(L(B)) > ~d

The reduction proceeds as follows.

Algorithm 13 GapSVPy, (), /7 to BDDﬁ

Input: Basis: B € R"™*™,d € R
Output: YES/NO

1: ans := YES

2: for poly(n) times do

3 Sample i « B(0,dy/n)

4: Z =y (mod P(B))

5: if BDD(B, 2) = Z — ¢ then
6: ans := NO

7: end if

8: end for

9: Output ans

Claim 8.4.2. Algorithm 13 maps NO instance of GapSVPy, ), /i to NO instance of BDD L with probability 1.
~y(n
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Proof. Since the input is a NO instance, we have
A(£) A1(£)
27y(n) 2v(n)’

exactly what we need for a valid BDD 1 instance. Therefore the BDD oracle will return 6, when queried

A(L) > 2y(n)vn

= [l <

v(n)
with the vector g. To see that, assume for contradiction that there is a closer vector Z. Then,

e e~ ML) A (L)
7| < |7 — 9| + < +dv/n < <\ (L).
21 < 17 = 31+ 151 < 3 1S <)
This is a contradiction. Also note that dist(i7, £) = dist(Z, £). Therefore BDD(B, ) = 0 and BDD(B, 7) =
Z — g. Thus the algorithm will always output NO. O

Claim 8.4.3. Algorithm 13 maps YES instance of GapSVPy, ), i to YES instance of BDD 1 .

v(n)
Proof. Since the input is a YES instance, we have A\ (£) < d = ||¥]| < A\i(£)y/n. Consider the worse
case where an adversarial BDD oracle tries to make the algorithm output NO. However, the oracle only
knows the value of Zand not ¢. Thus, if will try to guess a i € B(0, dy/n) such that 77 (mod P(B)) = 7.
Let & € £ be an lattice vector such that ||Z]| = A\ (£(B)). As d is large, with high probability ¢ and i + &
are both in B(0, dv/n).

Figure 8.2: Consider balls of radius d+/n centered at the origin and #. Since the radius is much larger
than A\ (£), these balls are almost completely intersecting (in high dimensions.)

The following lemma formalizes this intuition.

Lemma 8.4.4 (Symmetric difference between close spheres [GGO0]). Let ¥ € R™ such that ||Z|| < d. If §isa
point chosen uniformly at random from B(0, dv/n) then with probability § > 1 — - for some position constant c,

s —all < dyn

We will use this lemma without proof, and with a exponentially high probability that we can get a i/ such
that ¢/ + 7 is also present in the sphere. Note that since ¥ € £, Z + ¢ (mod P(B)) = Z as well. Thus given
the input of 2, both y and i + & are valid answers. Thus the

bdd oracle has at most a % probability of guessing the right one, and thus to output zZ — ¢. Thus run-
ning this BDD check a polynomial number of times, the probability of guessing right for each one is
exponentially small. O

A careful analysis reveals that the above reduction works as long as « is O(n), which means that we can
base the hardness of LWE on the hardness of GapSVP,,1 s
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